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A MESSAGE FROM THE CHAiRMAN
OF THE

WESTERN REGION EW TECHNICAL SYMPOSIUM

Once again, I am happy to welcome all of you to San Antonio and to the 1981 Western Region-I
Association of Old Crows Electronic Warfare Technical Symposium. With the presence in San
Antonio of the Electronic Security Command and the Air Force Electronic Warfare Center, and with
the founding here of the Joint Electronic Warfare Center, San Antonio is emerging as one of the
country's leading centers of electronic warfare technology. This seems only fitting for a city with
such a strong heritage of military activity and tradition. For these reasons, we are very fortunate to
be able to present this important symposium here in San Antonio.

Our Technical Program Committee has aG3-mbled a splendid technical program, one which is
particularly pertinent in view of the curronx global situation and the long-awaited revitalization of
our military forces. We have also organized what we believe is a fine social program and an
expanded technical exhibits program. I hope that eact if you will be able to participate in all of the
events which have been planned.

My heartfelt thanks go out to all of the c~ommittee chairmen and their staff members for the long
hard hours they devoted to organizing and to implementing this symposium. They are important
people, with busy schedules, and devoting time to this symposium involved substantial personal
sacrifice on their part. We deeply appreciate the support of our military coordinators, the national

* AOC officers, and the companies which are participating in our exhibits program.

* With the hope that each of you finds our symposium enjoyable and rewarding, I extend to you
my warmest personal regards.

RICHARD B. CURTIN
Southwest Research Institutf
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SESSION I
"COMMAND CONTROL-COMMUNICATIONS

COUNTERMEASURES (C3CM)'

Chairman: Colonel K. A. (Mike) Gilroy, USAF
Commander
Air Force Electronic Warfare Center



"AN OVERVIEW OF THE JOINT ELECTRONIC WARFARE CENTER"

/ Col. Kenneth E. Rpxrode

HQ Department of the Army
Washington, DC 20301

This 30 minute SECRET briefing provides a assessments of the capabilities and vulnera-
thorough overview of the Joint Electronic bilities of U.S. EW/C3CM equipment and employ-

Warfare Center. The JEWC opened on 1 October ment concepts, by maintaining comprehensive
1980, with an initial cadre of 70 personnel EW data to satisfy EW information requirements,
drawn from all four military services as well by providing special EW research and study
as civilian employees. The present Director support, and by assisting joint operations
of the Center is Air Force Major General planners in EW support.
Doyle E. Larson, who is also the Commander of
the Air Force Electronic Security Command. The four Directorates of the .JEWC: Operations,

Concepts and Doctrine, Studies and Analysis,
The mission of the Joint Electronic Warfare and Management Support are described in detail

Center is to provide, upon request, compre- in the briefing. Recent examples are given
hensive analytical support to EW aspects of of the JEWC's involvement in combat EW

military operations and EW technical assistance evaluation, support to joint exercises, the
to Lhe Secretary of Defense, the Joint Chiefs MIJI program, the ASPJ program, TRI-TAC,
of Staff, the Military Services, the unified joint C3CM concepts, the RDJTF, Red, Blue,
and specified commands, and other Department and Gray data base development, and computer
of Defense agencies by providing EW combat modelling.

analysis support to U.S. forces, by conducting



C(3CM: PUTTING IT ALL, TOGETHER IN TEAM SPIRIT 80

Captain Scott S. Custer, USAF
Offensive Operations Directorate

Headquarters, Electronic Security Command
San Antonio, Texas 78243

SU~iqARY/ABSTRACT

array of communications networks
The elements of Command, Control, including inter-base radios and

and Coirqunications Countermeasures surface-to-air missile communications
(C'3CM) were exercised together for the nets. Two composite strike exercises,
first time in a 1980 Joint Chiefs of the main thrusts of C3CM interplay,
Staff-sponsored exercise in the pitted "enemy" forces against
Republic of Korea called TEAM SPIRIT "friendly" forces.
80. Offensive and defensive aspects of
(C3(Ni were employed in the form of All C3CM information was funneled
exploitation, deception, communications in near real time to a C3CM cell where
Jamming, electronic countermeasures team members jointly discussed the
(ECN) and simulated destruction. The dynamic battle situation and advised
use of operations and communications the C3CM Director. of the options avail-
security (OPSEC/COMSEC) were used to abie to him. The C3CM Director had the
improve the integrity of conmunica- final decision authority to use non-
tions, lethal assets to jam, deceive, or

exploit C3 targets, or to designate
C3CM planners identified C3 tar- them for destruction.

gets; deconflicted radio, radar, and
jammer frequencie.;; developed an TEAM SPIRIT 80 proved the syner-
aggressive deception and jamming pro- gistic effect of integrating the four
gram; and localized critical communica- C3CM elements in a central decision and
tions nodes for the CONISEC elements to control facility, and identified .,hort-
monitor. These plans were executed comings in some C3CM resources. The
daily in scenarios involving Close Air exercise also helped to validate a new
Support, Air Support Radar TLim, and C3CM Concept of Operations for the
Interdiction missions, and against an Pacific Air Forces.

3
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CM - IS THE RECIPE CORRECT?

E. H. Brodton and E. A. Rajala

E-Sys tems
P. 0. Box 1056

Greenville, Texas 75401

ABSTRACT that of neutralizing or destroying the
enemy's ability to direct and coordi-

The commander of tactical forces in nate his forces; but, the fundamental
modern combat must have the benefit of ingredient in our recipe for achieving
C"CM. To wield this vital weapon, how- this dominance is timely and accurate
ever, he must have an effective C3CM information from which we can project
capability. The missing ingredient, our countermeasures. At higher levels,
the "I", is Tactical Information, the utilizing "finished" intelligence,
reat time basis for effective counter- C 3CM efforts can be organized and
measures. To complete the recipe for directed, but it is the forward edge
effective C1CM will require rapid of the battle area that the effect is
vigor - our joint-service action. most telling. If the information ob-

tained translates to the raw coordi-

SUMMARY nates of in enemy command post, then
the most el fective countermeasure,
destruction, can be undertaken.

The effectiveness of the tactical com-
mander in modern combat depends in the It is our belief that the mostultimate sense on his command control
communications (C'). There is no al- enfat th e practicable lvternative to engaging in electromagnet- takeni at the lowest practicable level

of command, based on real time infor-
ic combat. In modern warfare the tac-tica combat. Indmodern warfare thentac- mation. This is, however, much more
tical commander enjoys the advantage easily said than done. We, the U. S.
if he can win consistently in the arena forces, simply don't have the necessary
of electromagnetic combat, skillfully cesbiity do the nob

attacking and degrading the opponent's capability to do the job.

C' while ensuring the effectiveness of It's not just that there are far fewer
his own. janming assets than are needed. The

This paper examines current C3CM con- real missing ingredient in our C"CM

cepts and the mix of capabilities re- recipe is the lack of informationcollection, processing, and] particu-
quired for implementation. Two factors larly, analysis capability available
become clear at the outset of our as-

sessment. First, C3CM is best examined to the front line commander. The
aseassoint-servicet CpC sblem. examined Defense Science Board Summer Study ofas a joint-service problem. This be- 1976, fer example, pointed out the

comes clear when we consider possible skill 'req t o ahe
scenriosfor utue coflic. Wih a skills required to accomplish effec.-

scenarios for future conflict. With aof the ta.e
few isolated exceptions, joint combat te3CM options. The personnel skills
operations will prevail. Our global and background requirements listed fordlisposition of forces dictates this adbcgon eurmnslse o
ispoiti that single option would make it dif-

aspect. ficult to adequately man a theater
CSCMolaelishike anlevel capability, let alone the levels,;Secodly th C•M label is like anSecondlyethe rwhere it could be applied most effec-

incomplete recipe: there is a vital tively. The liniguistic skills alone
ingredient missing! The designation limit our capacity in this area and
C3ICM better portrays the requirement. given the Soviet integration of
(With the "I" representing intelli- "Maskirovka" doctrine into their onera-
gence, or more accurately, tactical tions planning we nay find oursclves
information.) The authors have pre- hard pressed to identify and locate
viously examined the commonality of 3h e most toa iven t an<] in
the information needs of all tactical the most lucrative C 3CM targets intime to take effective C 1CM action.
commanders, regardless oftcomponent or where
size of command. The driving force
behind our counter C3 efforts must be We suggest a comprehensive rethinking

5 We FILM
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of our C'CM conc'Tpts and goals em- tion of effort to build a professional,

phasizinq simplicity of concept, dec- joint tactical C'CM caoability as a

trine, implementation andi profe-sion- recognized battlefield function inte-

t prneaaim oemn.ativen the prealiiess - grating all existing tactical infor-
z'l preparation. (liven the realities mation and countermeasures assets ,
of defense budget limitations and responsand to te n e s assets

system lead time. the best approach responsive to the needs of the tactical
appears to he )oint service int•qra-

6



C3CM: THE BOYD CYCLE'S THROTTLE

Capt Paul E. Vanden Dries, P.E.
Chief Engineer

Offensive Requirements Division
HQ Electronics Security Command

San Antonio, Texas 78243

As government, industry, and society in advantages are never far hehind.
general continue to grow in size and
complexity, the need for new, more effective The key to designing an effective
procedures and techniques to understand and countermeasure is und'-rstanding the threat
resolve the inherent problems of using untried against which it must operate. Not
technology becomes more acute. Modeling has surprisingly, modeling has been csed
emerged as the technique which is superior to extensively to analyze hostile threats. A
all others in regards to comprehending the model exists which concisely portrays the
mechanisms of large and/or comple- systems. function of command, control and communications
Modeling is usually divided into two broad during conflict. In 1979, Colonel John Boyd,
categories, static and dynamic, and can be used USAF (Ret) presented his "asymmetric fast
at different levels of inspection as: transient" theory of conflict to the Air

Command and Staff College, Air University.
(1) an explanatory device to define a The Boyd cycle describes conflict by defining

system or problem; four abstract, sequedtial phases of engagement
labeled observation, orientation, decision, and

(2) an analysis vehicle to determine action. Those four phases are repeated
critical elements, componenta, and issues; cyclically by all opponents during an engagement

until an advantage is gained.

(3) an assesor to formulate and evaluate
proposed solutions; Boyd postulated that a temporary advantage

could be gained by manipulating your opponent's
(4) a predictor to forecast and aid in cycle or your own so that a positive, cycle

planning future development, speed difference was generated. If such an
advantage was maintiined through enough cycler,

Simulation, as a rule, uses dynamic models an opportunity for victory would arise. Such
to determine what effect proposed inputs have an opportunity would come from application of
on a system's output. On the other hand, one of the principles of war.
static models generally deal with defining what
a system is and understanding how it works. A Total cycle time is determined by summing
static model can be (1) iconic (scaled), (2) the individual phase times and the time
mathematical, or (3) graphical. consumed by all links between the phases.

Therefore, a cycle is directly dependent on the
Just as civilian systems throushout the processing time associated with each phase and

world have grown in complexity, mi tary systems is also directly dependent on the time used by
also continue to be elevated to ever higher the connecting links. Stretch out a phase or a
levels by the use of increasingly sophisticated link, slow down the cycle. Speed up a phase or
technology for armed conflict. As new a link, compres!, the cycle. The connecting
capabilities are introduced onto the lirks between two phases are, of course, command
battlefield, measures to counter such momentary and control communications.

I>



SESSION 11
"HIDDEN AND JAM-RESISTANT

COMMUNICATIONS"

Chairman: Brigadier Gen ral Melbourne Kimsey, USAF
Director for Tactical Systems
National Security Agency



HIDDEN AND JAM RESISTANT COMMUNICATIONS - ARMY

William M. Mannel
Scientific Advisor

U.S. Army Signal Center
Fort Gordon, Georgia 30905

ABSTRACT

This paper will provide an overview that are amenable to capitalizing on

of the U.S. Army present capabilities in both signals management and hardware

the area of hidden and jam resistant concepts that would minimizc the

communications. In the introduction, susceptibility of Army communications

some definitions of the terms hidden and support for the future battlefields,
jam resistance will be provided to set the most significant of which is the

the stage for present and future Army management of spectrum utilization.
concepts and capabilities. The term Proper spectrum utilization is the key

hidden may take on many ramifications for an efficient use of electronic
and the 1 iper will highlight the communications means on the battlefield.
variaticns of the term itself as it
relates to Army communications The Army has just undertaken a

capabilities. Jam resistance has a detailed study of its spectrum
more exact definition as it relates to managemenc requirements and is proposing
Army operations in the field and it a series of automated assists for

also denotes and defines a series of coordinating and managing its use of

hardware approaches which will also be frequency reiated systems.

discussed.
Jamming is well recognized as a

Next the paper will discuss the significant deterrant to effective

management of communications systems communications. The Army has a

on the battlefield to optimize their series of hardware developments, some

resistance to enemy intentional relating to antenna systems and others

communications denial tactics. The to the basic radio equipment itself to

paper will finally describe anticipated minimize enemy ECM activities, Among

problem areas that need to be resolved, these developments are antenna systems

not only in the management of which provide a capability to minimize

communications, but in the hardware to pattern radiation in undesirable
be developea by the Army. directions. Others relate to specific

schemes for minimizing enemy intercept
of information, all of which will

SUMMARY contribute to the minimizing of enemy
successes in the field of electronic

The US Army recognizes its countermeasures.
requirements to provide security both of
a physical an.! electrical nature for its But a most significant factor will

communications means on the battlefield. be the operators of these systems.
Their proper training will be essential

This presentation has outliend current for continued success in this arena.
Army programs and operational concepts

9



RADIOELECtRONIC COMBAr

Dana B. Lawrence
Lt Col, USA*

Headquarters Electronic Security Command
San Antonio, Texas 78243

ABSTRACT

Radioelectrr ic Combat (REC). To support for the destruction of electronics. EW has tra-

Soviet emphasis on effective use of the electro- diti,,nally been viewed as an attempt to exploit
magnetic spectrum in all aspects of what we call or deny the enemy use of the electromagnetic
electronic warfare (EW), they have developed a spectrum - in the classical sense, EW seeks to
military concept called RADIOELEKTRONNAYA BOR' attain a technical objective somewhat in isola-

BA, which we translate as "Radioelectronic Com- tion from friendly battlefield objectives.
bat (REC)." Soviet R"C, howe'er, has the objective of dis-

ruption ot enemy control and is a military ob-
REC has been defined as the total integra- jective in itself. REC may be considered a mia-

tion of electronic warfare and physical destruc- nomer for what could be called Control Warfaze,
tion resources to deny an enemy use of his elec- where the objective is to disrupt enemy control
tronic control systems and to protect friendly while protecting friendly control.
electronic control systems from disruption by
the enemy. This paper briefly details, at the SECRET/

NOFORN level, the current Soviet doctrine, or-
REC adds a new dimension to EW with the in ganizational structure, and supporting equip-

clusion of rsconnaissance data and firepower ment developed to meet these electromagnetic
combat objectives.
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AN OVERVIEW OF
TACTICAL AIR-TO-GROUND JAM-RESISTANT COMMUNICATIONS PROGRAMS

Capt. R. C. Chapuran
HQ USAF/XOE

Washington, DC 20330

ABSTRACT

Briefing presents an overview of provide an interim anti-jam capabil-
USAF tactical air-to-ground jam- ity for selected tactical aircraft
resistant communications programs and ground command and ,introl sites.
currently in development and acquisi- This program uses exist -ig technology
tion. Programs discussed are HAVE to provide a quick ECCM fix in the
QUICK, SEEK TALK, SINCGARS, and JTIDS. UHF frequency band. Installation of
Details are provided on program objec- the HAVE QUICK modification t- exist-
tives, applications, status, and ing radios began in January, 1981.
schedules. The long-term fix in the UHF air-to-

ground band is the SEEK TALK program
SUMMARY which is currently in the development

phase. SEEK TALK will be installed
Increased emphasis has been placed on practically all USIF tactical air-

in recent years on the vulnerability of craft and associated ground commend
our communications systems to enemy and control sites, beginning in the
electromagnetic countermeasures (ECM). mid 1980's. Jam resistance in the
Due to this emphasis, the role of VHF band is currently being pursued
electromagnetic counter-countermeasures by USAF participation in the Army
(ECCM) in the design and operation of SINCGARS program. Installation of a
communications systems has also taken SINCGARS compatible capability in
on increased importance. There are selected USAF aircraft will allow
currently numerous programs in the anti-jam interoperability with simil-
various stages of development and arly-equipped Army units. Current
acquisition whose goal is to decrease SINCGARS schedules call for the VHF
our ECM vulnerabilities by increasing anti-jam capability to be available
the jam-resistance of our communica- in the late 1980's.
tions systems. These programs span the
range of communications systems, from The final program discussed
air-to-ground radios and tactical is JTIDS. JTIDS Class I terminals
ground radios to satellite communica- provide an air-to-air and air-to-
tions. The purpose of this briefing ground anti-jam data link between
is to provide an overview of the major the Airborne Warning and Control
USAF anti-jam programs which deal with System E-3A aircraft and ground
tactical air--to.-ground communications, command and control sites. These
since this is an area in which a great terminals are currently being pro-
amount of effort is currently being cured. The JTIDS Class II terminals
expended. Since the briefing presents are designed for installation in
an overview of major USAF programs, it selected tactical aircraft and will
will not go in'-o great detail on provide for an anti-jam data link
individual programs nor will it detail between the individual aircraft as
the threat which each system is being well as between the aircraft and the
designed to defeat. E-3A and ground command and control

&ites. The Class II terminals are
The first program discussed is currently being developed and are

HAVE QUICK. . . VE QUICK is a near- scheduled to be available for instal-
term program which is designed to lation in the late 1980's.

3 ~pliECZD1N PAM LoE-mOT Flaw13



SATE!''TE ELECTROMAGNETIC ý'ULNERABILITY ANALYSIS

Kenneth D. Herring
Lt Col, USAF

AFEWC/SA
San Antonio, Texas 78243

ABSTRACT

Cormmunications by satellite are destined Flexibility of employment and covertness
to play an increasingly important role in mod- are good reasons to choose electromagnetic over
ern warfare. Unfortunately, space communica- physical destruction as a means of negating
tions systems are susceptible to both lethal satelbite effectiveness. Electromagnetic nega-
and non-lethal threats. This paper examines tion uf a MILSATCOM system may be attempted
satellite vulnerability, with heavy emphasis through exploitation, deception, or jamming.
on electromagnetic vulnerability. The extent Exploitation refers simply to the intercept and
of the threat is examined and techniques for use of signals. Satellite links, both uplinks
countering that threat are detailed. and downlinks, may be intercepted. Uplinks may

be intercepted and recorded for later analysis
SUMMARY by satellites within line of sight of the trans-

mitter (riot a severe restriction) or by aircraft
No one any longer questions the supreme or ships in the reflected or refracted path of

importance of reliable communications to the the signal. It is absolutely clear that all
successful conduct of modern warfare. Since communications via satellite are totally vul-
communications by satellite provides many ad- nerable to being intercepted and exploited.
vantages, especially for military applications, This is true of both secure (encrypted) and un-
the importance of MILSATCOM systems will inex- secure links; however, secure links afford a
orably increase. This paper examines the cur- high degree of protection from useful exploita-
rent vulnerability of our MILSATCOM systems and tion even if they are intercepted. The actual
looks at potential solutions to enhance their protection is a function of many variables and
electromagnetic invulnerability, involves information classified beyond the

classification of this paper; hence, no further
A satellite communications system consists discussion of secure communications is included

of a constellation of satellites, a set of (Clearly, even secure communications can be
earth (ground, sea, and air) te,'rinals, and the jammed. Indeed, it is probable that secure
associated procedures governing the employment links are more vulnerable to jamming than non-
of that system. The vulnerability of such a secure links, since the encryption "black box"
system refers to its characteristics which provides an additional point of jamming vulner-
cause it to suffer a definite degradation (in- ability.)
capability to perform the designed mission) as
a result of having been subjected to a certain Deception might be an effective way to de-
level of effects in an unnatural (man-made) hos- feat MILSATCOM missions. Deception refers to
tile en' ronment. the intentional introduction of radiation into

the satellite link in an attempt to imitate thi,
Of course, both earth and space terminals intended signal. Such deceptive signals could

are vulnerable. Ground terminals are vulnerable cause false control comrmands. The paper pro-
to all destruction means appropriate to their vides several details of the threat and uses
carrier (airborne, seaborne, ground mobile, past analyses as examples of existing system
fixed), from terrorist activity to anti-radi- vulnerabilities.
ation missiles to nuclear weapons.

It is important to realize at the outset
For reasons developed in the paper, concen- of this discussion that there are no 100% solu-

tration is on the vulnerability of the space tions. This should be no shock: no other mili-
segment of MILSATCOM systems. Satellites are at tary system can be made invulnerable - neither
one and the same time inherently invulnerable can MILSATCOM systems. And like other systems,
and vulnerable: invulnereble because they are the correct approach to limiting our vulner-
far away and vulnerable because they are locat- ability should include multiple techniques.
able, relatively soft and defenseless, and ac-
cessible, although with some difficulty. We cannot eFfectively prevent our satel-
Threats to communications satellites may be gen- lite links from being intercepted; it is just
erally characterized as physical or electromag- too easy to receive ';atellite downlinks. We
netic. The paper gives several details of the must therefore exercise extreme care in what we
physical threat, including directed energy weap- transmit over unsecure links; we must protect
ons, electromagnetic pulses, and convention more sensitive information by encryption.
ASATs.
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No electromagnetic transmission can be An important part of the overall solution,
made totally invulnerable to jamming. In the then, is the consideration of and tradeoff
jamming game, the jammer seek: to deny his ene- among the possible solutio;is in light of the
my's communication while the conmunicator seeks known and projected threat. This tradeoff
to make it as costly as possible for the jammer process implies a considerable analysis capa-
to succeed. The comnunicator's basic princi- bility if we are to adequately model and
pies are almost axiomatic: force the jammer to quantitatively consider alternatives in order
spread nis avai,able energy over a wide range to achieve the best compromise for new MILSAT-
of frequency, time, and space. COM systems. AFEWC is developing a generic

analysis methodology for the detailed analysis
Frequency diversity, more commonly called of satellite electromagnetic links. lhis an-

"spread spectrum," is achieved by one of two alysis tool will be applicable to all satellit:
techniques: direct spreading or frequency hop- electromagnetic links, not just to commuica-
ping. Basically, a receiver is prevented from tiens satellites. It will model the solutions
understanding its message when the ratio of un- discussed above and will thus be useful in per-
desirable energy is "too high". That "too high" forming design tradeoffs. The sensitivity of
threshold is a function of several complex pa- effective connunications to various design op-
rameters such as receiver sensitivity, demodu- tions, threats, and operational scenarios will
lation processing, etc. Implied in the undesir- be determinable.
able/desirable energy ratio is a given frequen-
cy bandwidth and time slot. The spread spec- The conclusion is clear. The development
trum technique known as direct spreading of electromagnetically secure MILSATCOM sys-
spreads the desired message or information over tems is made imperative by the confluence of
a frequency bandwidth much larger than requircd four factors: the essential and central role
to support the informatinn. The spread spec- of communications, command, and control in
trum technique of frequency hopping is similar warfare; the increasing importance of MILSATCOMin principle, simpler in concept, but more 'or- systems (it is the only solution for certain

plicated in implementation. The message or in- requirements); the electromaqnPtic vulnerabil-
formation is transmitted in its required oand- ity of satellite links; a|d the s5Lspected enemy
width, but it is transmitted at a freque,icy doctrine of defeating communicatiors, command
which changes with time. Time diversity is al- and control systems. While the absolute pro-
most self-explanatory. It differs from fre- tection of MILSATCOM systems is out of the
quency hopping in that it transmits over a question, many partial solutions exist. These
fixed frequency channel but in short bursts un- partial solutions, when collectively applied
known to the Jammer. and implemented, can provide more than an

adequate level of protection. What is an
Space diversity refers in this paper to "acceptable level of protection"? How do we

ability of an antenna to control the direction develop and implement this protection? 'These
of the maximum radiated and received electro- are the central questions. Given the absolute
magnetic energy. Control of the direction of necessity of 6n acceptable solution and the
received energy does the same thing -in reverse, high cost of that solution (several billions
In addition, with control permitting an antenna of dollars over the next 10-15 years), it is
null, a space terminal could be able to selec- imperative that DoD decision makers understand
tively determine a jammer location and "decide" the tradeoffs associated with the various al-
not to receive that jamming energy by placing ternatives. This understanding is possible
an antenna null in that direction. Multiple only through a well orchestrated program of
nulls will be possible. Antenna nulling is ex- technology development, system designs satis,-
pected to be implemented on DSCS III, and it fying user requirements, and intelligence
seems to be an increasingly important technique. collection. The analysis and interpretation
Combinations of these techniques can produce of these simultaneous factors is a difficult
hybrid jam resistant systems with reliable and challenging task involving many players.
communications capability even in the presence This analysis must present understandable and
of a jammer whose power is hundreds of times meaningful choices to decision makers. Those
that of the friendly transmitter, decisions will play a significant role in the

security of this country.
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LOW COST ANTI-JAM DATA LINK

J. Mlneo, Rome Air Developnent Center, Griffiss AFB, NY

R. Dell-Imagine, Hughes Aircraft Co., Ground Systems Group

ABSTRACT vironment. The master terminal can assign multi-
ple time slots to any remote terminal to allow

Low Cost Anti-jam Data Link (LCAJDL) is a lower data rates and increased processing gain.

multifunction data link system under study at
Hughes with RADC sponsorship which provides both For the weapons delivery mission, the air-

single point guidance for multiple simultaneous borne master terminal will use PN tracking to

smart bomb/guided missile delivery and multi- provide high accuracy range measurements. The

rate voice/data communications relay between phased array with precision monopulse angle

ground based command centers: The multi- measurement provides weapon location accuracy

terminal network uses a spread spectrum wave- consistent with operational requirements and

form integrated with spatial processing to provides the capability for servicing up to

provide anti-jam (AJ) and low probability 20 weapons in the enroute and terminal phases.

intercept (LPI) protection. The array design utilizes a multiloop coherent

sidelobe canceller to null multiple broad-

SUMMARY cast jammers which are attempting to disrupt
either the communications or the angular

The Low Cost Anti-jam Data Link study will position measurement functions of the relay.

develop systems concepts for a multifunction/ The anti-jam performance of the basic
multi-rale Ku-band anti-jam data link to pro- LCAJDL system is variable and depends on the
vide linking of ground based command and control selected data rate and the length of the time

elements through an airborne relay and guidance slot ane the tr nsmss on the t0mz

links for multiple smart bomb/guided missile slot assigned to the transmission. The 20 MHz

delivery. The design approach will achieve cost PN provides up to 30 dB processing gain for adeliery Thedesgn pproch illachive ost 10 bit message in a 4 millisecond time slot.
reductions by concentrating the network complex- Er correcting code seand i te in for.

ity in the airborne relay platform and minimi- Error correcting codes and interleaving for
zing the complexity of the remote members of pulsed jamming protection are included in thedesign under study. Fast frequency hopping is
the network. The emphasis will be on utilizing being evaluated as modular add-on for high
newly developed temporal and spatial AJ/LPI threat as.
technologies. Special attention will be given threat missions.
to the development of a robust system design
capable of operation in a complex EW environ- The LPI performance of the LCAJDL is

ment. The preliminary design calls for a 20 being evaluated against the radiometer threat
MHz direct sequence spread spectrum TDMA wave- operating at highly negative signal to noise
Mor dto sequnce spread commu cations and weapon ratios. Preliminary analyses show that the
form to service both coFreunications and weapon master terminal transmissions cannot be inter-

idance functions. Frequency hoping andFEBA The probability of
auaptive null steering antennas will be modular cetedcacross te FEd T robit os
additions to he basic system for higher threat intercept of weapon terminals and ground based
missions. command control center's is under evaluation.

The objective of this paner is to outline
The ToMA waveform will provide the capa- the required capabilities, system design prob-

bility to adaptively assign increased AJ assets lems and the technology capabilities/limita-
to a terminal operating in a high jammiing en- tions in meeting these system requirements. I

17

[ "k



MANv-ON-MANY COMJAM MODEL

P.W. Phister, Jr
EW Systems Vulnerability Analyst

HQ ESC/AFEWC/SATB
San Antonio, Texa; 78243

I. SUMMARY

As late as i977 Jamming analysis was per- As much as possible, terminology used
formed using 0he highly simplistic one-on-one represents standard symbols used in the EW
free space loss model as discussed in a 1947 community. Figures 1 and 2 gives the geometric
Bell Labs report. That model evolved into a relationships for a on.-on-one and many-on-
simplistic free space loss one-on-many model, many analysis.
which in turn evolved into a fairly complex one-
on-many model which computed atmosph-ric
propagation attenuation as a function of
altitude, polarization, type terrain, frequency
and range. The next logical evolutionary step R
was to develope the algorithms necessary to L
evaluate the interaction of many iammers againsý A
many transmitter sites. The Vulnerability and T
Analysis Branch of the AFEWC has developed a -
commurlications jamming (COMJAM) model for use on La desk-top microcomputer that incorporates
multiple jammers directed against multiple E
transmitting sites. This desk-top microcomputer
is a Textronix 4052 with 64k internal core
storage. lhis COMJAM Model allows the user to
create numerous scenarios. Multiple jammers, LONGITUDE
ground or airborne, against multiple receiving
sites, ground or airborne, are examples. The WHERE T - TRANSMITTER
model incorporates the following system R = RECEIVER
parameters: latitude/longitude, attitude, power,
antenn, gain, bandwidth, frequency, antenna J - JAMMER
polarization, terrain type, receive'r gain,
maximum comminunicating distance, and lastly,
required Ji/S ratio for communication.;. Three
types of outputs (2 graphic, 1 numer c) can be I/Ig. '_'omet, -iL relat ii hip between a Jammer,
obtained, dependino, on the anpplication. The Receiver, and Transmitter (ore.. on-one)
first is a J/S contour line around a tiansmit..
Ling s ', where the contour represents the
distanoc out to the required J/S for reception
by a receiver. If a receiver is located within
this closed contour, than communications can
occur. The second output,a link analysis is a J43
simplified version of the first Hlere solid, R2  . -
dashed, or- no line is drawn between the trans-
initting sites. A solid line represents two-way A 2'''...conrirunications, a dashed line represents one-way T 'coimmunications, arid no line represc~nts total T,• . .

disrupted communications. This form of output I
constitutes a rapid "First Look" CUMJAM L1 R "'- J1
effectiveness evaluation, and foriw, the basis D
for further model and network in-depth E
evaluation. The third output is a numerical T,
listing of data in tebular form. In keeping
with current consumer needs, this many-on-many L_
COMJAM Model will enable analysts to upgrdde the
quality and accuracy of a given COMJAM LONGITUDE
effectiveness evaluatioe, using o desi-top
computer. This M--O-M Model is a step towaros
a total network vune ratilit y analysi s.

Fig, 2 Geunietric relationship between a Jammer,
I... TERMIii0L0(Y Receiver, and Transmitter (Riany-rn-many)
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III. LIMITATIONS airborne, ar.Ž examples. All variables except
jammer and transmitter names can be changed forAs with all computer simulation models, each proposed scenario with the added option of

certain assumptions and limitations must be changing the data base if need arises. The
placed on the model in order to obtain results tiiird program, "COMPUTE", actually computes the
in a reasonable amount of time. Thus, Lhis radial distances out to the required J/S forCOMJAM Model has the following assumptions/ each ten degrees around each transmitterlimitations: location. The fourth and last program is the

graphics, called GRAPHICS, which is a highly
a. Core Storage. Model will handle versitile plotting program. Tables 1 and 2

seventy locations maximum. For example; lists the input variables needed for both
twenty iammers against a network of fifty jammers and transmitter-
transmiLter locations can constitute a scenario.
Run time varies according to scenario
configuration; however, with four jammers
against five transmitting locations the run
time was 9.2 minutes and with fourteen janmners
against eleven transmitting locations the run
time was sixty minutes.

b. Distance Measurements. Accurate
distance measurements cannot, at the present:
time, be taken directly off the graphic output.
To date prograw uses 60NM latitude/longitude Parameter Units
square grid. Ii the future, graph projections
such as Mercator ind Lambert Conformal with two Name Equals 9 alphanumeric
standard parallels are expected to be charactersincorporated.

Designation 
Point, Plus, Square,

c. Jamming Powers Additive Currently, Diamond, Triangle,
program uses noise Jammers operating on a Fighter, Bomber,
scenario frequency compatible with transmitters Helicopter, GCI-left,
and receivers. Thus the fundamental assumption GCI-right, GCI-both
is that the average power from broadband noise
jammers are additive in the frequency domain. Latitude/longitude !DDD.MMSS Where, N,W
Other jamming techniques such as Sweep jammers are positive
and Pulse janmmers are not considered. Also, due
to their complexity, ph'ase relationships are not Altitude Feet
considered.

Power Watts
d. Terrain Data. Terrain data such as

mountains are not considered. Program assumes Antenna Gain dB
a smooth spherical earth between source and
destination. 3andwidth kHz

e. Antennas. All antennas are omni- Frequency MHz
directional in azimuth with antenna patterns not
incorporated. Antenna Polarization Horizontal or Vertical

IV. ELEMENTS OF MODEL Terrain type to each Sea Water, Marshy,
transmitter location Average, Plains, Desert

rhe many-on-many COMJAM Model is composed
of four programs and will operate one-on-one, TABLE 1: Jammer Input Parameters
one-on-niany', and many-on-many. The first is the
rontrollcr, called MASTER, which sets up all
arrays, constants, and appends from DISC tne
approprate programs. Incorporated within the
Master prograr.. is the input program to enable
you to create a data base of jammers and
transmitters. Second, is the scenario creation
program, called INSELECF, which allows you to
create, review, an-i change scenario data. The
COMJAM Model alllows the user to create numerou S

scenarios - Multiple jammers, ground or airborne
against multiple receiving locations, ground or,
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Parameter Units Shown are the following relationships:
Al = T2-Tl I for T2-Tl I < =•180 (1)

Name Equals 9 alphanumeric Al = 360 - T2-T! for I T2-Tl [>1800(2)
Characters B = 90-Pl (3)

C z 90-P2 (4)
Designation Point, Plus, Square, SinB = Cos P1 (5)

Diamond, Triangle, CosB = Sin P1 (6)
Fighter, Bomber, SinC = Cos P2 (7)
Helicopter, GCI-left, CosC = Sin P2 (8)
GCd-right, GCI-both

Therefore, A = Cos-I{Sin(Pl)Sin(P2)+Cos(Pl)Cos
Latitude/Longitude ±DOD.MMSS Where N,W are (P2) Cos(Al)1 deg (9)

ar2 positive
or A = 7 Cos- 1ISin(Pl)Sin(P2)+Cos(Pl)

Power Watt 180 (10
Cos(P2)Cos(Al )} rad (10)

Antenna Gain dB
The Range, Rsd. is found to bE

Antenna Height Feet Rsd = R1 •[ , . Cos-l t Sin(Pl)Sin(P2)+
180

Reciever Altitude Feet Cos(PJ)Cos(P2)Cos(Al',} (11)

Antenna Polarization Horizontal or Vertical To find the corresponding bearing, let
T = Sin(Pl)Sin(P2)+Cos(Pl)Cos(P2)

Gain of Receiver dB Cos(Al) (12)

Receiver Bandwidth KHz Then, Cl = Cos-, Sin(P2)- TSirn: P1 (131
SCos(Pl) Sin A

Terrain type of Sea Water, Marshy, BI = Cos- Sin(P1 -'I' Sin(P2 1_ (14)
transmitter location Average, Plains, Desert CosTP2 Sin-A

Required J/S ratio dB
for reception Now, let HI equal true heading from source

to destination. If T2-TIl<180 and if T2 < TI
Maximum coverage Km then HI = Cl, otherwise, if T2 > I-I then Hl
distance 360-Cl. On the other hand, if T2-TI[:. 180

and if 12 < T1 then HI = 360-Cl, otherwise if
TABLE 2: Transmitter Input Parameters T2 TI then Hl Cl.

V. MODEL_ EŽUATIONS

There are three sections of equations usea
to calculate the distance out to the required
J/S for each transmitter given the effects of
one or more jaummers. Briefly, each is
discussed.

a. Ranageand Bearing. (Ref 1-4) Using
spherical---geometrjjE,-t-Fe-ange and bearing from A/transmitter to each Jammer is as calculated A •
following the symbology of Figure 3.

Let Rsd be the range from a source to
destination, and let:

Rl = earth radius in kilometers (ki: C.l.
P1I Latitude of source
P2 Latitude of destination OURC C RSD DIESTINAn'ON
Ti = Longitude of source
T2 = Longitude of destination
East and South Latitudes be negative

figure .: pherical geometry relationship

between %,.urce and Destination
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If H2 equals the true heading from Ps = Power radiated by source (w)
destination to source (commonly called back
bearing), then the following applies. If 1T2- Area = Area of sphere (km2 )
T<II8O and if T2<Tl then H2 = 360-B1,
otherwise if T2 > TI then H2 = 81. Lastly, if If the isotropic source is made direction-

T2-TlI>l8O and also if T2 1 T1 then H2 = B1, al through the use of a directional antenna,
otherwise, if T2 > Tl then H2 = 360-81. the value of Pi Increases proportionally to the

vain of the antenna in the direction of the
b. Of primary concern when dealing with antenna. The value of Pi can be represented

conmnunications modeling are propagation losses as:
between source and destinatm* . The propagation Pi = Ps . Gs
model used in this analysis w a modified 4R (16)
version of an Emperical Propagation Model (EPM-
73) that appeared in IEEE Transactions on Where Gs= Gaiii of source antenna
Electromagnetic Compatibility (Ref 1). There
were two models in the EPM-73. High h/x (h = Now if a receiver is located at a
height of antenna, x = wave length) Model distance R(km) from the isotropic source, and
operated between 40MHz and 10GHz with a maximum Pi equals the radiation intensity of the
antenna height of 3km. Secondly, low H/x Model wavefront passing the receiver, then the amount
operaLed between 1-1000 MHz with a maximum of energy extracted from the wavefront is a
antenna height of 300m. When h/x\ is large, function of Pi and the receiver antenna's
(h/X>25) the high h/.\ model is the cc -ect effective cross sectional area, or capture area
model to use. Similarly, when h/s is small. CS = Gr .X (17)
(h/x<. 5) the low h/x model is appropriate. In 242
the transition region, both models should be Where CS= Cross Section of the antenna (kin)
used with the largest value taken (Ref 2). Gr = Gain of receiver antenna (dB)

S= Wavelength of intercepted frequency
From Tables 1, 2, the input parameters (kin)

needed for the EPM-73 Model are: frequency,
transmitter antenna height, receiving antenna Thus, the RF Power entering the receiver (Pr)
height, distance between transiiiitter and is:
receiver, vertical or horizontal antenna Pr = Pi • CS (18)
polarization, and lastly terrain data, of which,
sea water, marshy, average, plains, or desert = Ps Gs Gr (19)
are the possible choices. 4T IF

c. J/S Calculations.(Ref 3) ]he COMPUTE = Ps Gs Gr x2  (20)
program compiutes the radial distances starting (471R)R
at aue north and going clockwise in increments
of 10 degrees to the required J/S for reception. From Equation 20, the X21(4R4') term is
ihis contour envelope, therefore, represents the free space propagation loss which in the
the maximum range that a transmitter can COMJAM Model is determined by the EPM-73 Model.
communicate to a given receiver. It should be To determine the amount of desired signal
noted at this time that the contour calculated entering the receiver from a transmitter,
represents an imaginary path of a receiver and called S, we have (Read "," as becomes):
a receiver does not actually exist in the
program. The derivation of the calculation P11rS Signal Power received (w)
will be discussed. First, an assumption is PsP,= Transmitter Power (w)
made that the RF emitter, whether jammer or Gs-*Gx Transmitter Antenna Gain (db)
transmitter, is an isotropic (point) source of Gr•Grs Receiver Antenna Gain in diection of
radiation. The radiation is assumed transmitter (dB)
ominidirectional. that is given off evenly in R-Rxr = Range from Transmitter to Receiver(km)
all directions. Next, the earth is assumed a
sphere of radius R. It may also be stated that Then, Equation 20 can be rewritten as:
all radiation from the center of th( sphere
passes through the surface of the sphere and is S - Px Gx Grx (21)
evenly distributed over the surface of the R
sphere. The power Density (Pi) is defined as: Now, to determine the amount of power entering

Pi the receiver from a jammer, called J, the
A-rea -4-f (15) symbols become:

Where: Pi Power Intensity per unit area PeJ Jammer power received (w)
(w/km2 ) PstPj Janmmer power (w)
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Gs*Gj = Janmuer antenna gain (dB) radii ter each 30' around a transmitter
Gr*Grj = Receive antenna gain in direction location. Note: These tables are representative

of jammer (dB) samples of janiner and site data. Notice that
RýRjr = Range from janrmer to receiver (kkm) Jammer four, and Sites four and five are not

listed. They are the same types of data shown
Now, Equation 20 becomes: in figures 4 and 5. Figure / i.• the graphic

uutput showing the envelopes to the required
J = Pj Gj Grj 1 -r4 (22) J/S. Remember this envelope represents whom

4T Rj r the site can communicate with. If a receiver
lies outside the envelope then coninunications

Finally, dividing Equation 21 by 22, the J/S cannot occur. The last output that can be seen
ratio becomes: is a link analysis as shown in Figure 8. By

comparing Figures 7 and 8, the following is
J jjGrj . Rxr (23) deduced: Sites two and four envelopes
S Px-Gx Grx Rjr encompasses site five, but site five's envelope

does not encompass sitc four, tht:efore, one-
Where Rxr is commonly called the range ratio. way coinnunications in the direction of site

Rjr five is deduced as shown in the graph.

Equation 23 is iv, fundamental equation used in By continually performing the above,
the many-on-many ,oMJAM Model. a link analysis iL; achieved. Lastly, partial

overlays are possible. For example, say you
ar only interested in the envelope around

VI. MODEL. OUTPUTS site three. By specifing a partial analysis,
Figure 9 is obtained showing the envelope

There are 0hree types of outputs that can around site three, but still illustrating
De obtained from the many-on-many COMJAfl Model. where the jammers and other sites are located.
Figures 4, 5, 6 represent the numerical data
output consisting of Janmiur, Site, and Range

THIS IS JAMR DATA TABLE

JAMR I 2 3
JAMR NAME JAMMINGOI JAMMING02 JAMMING03
LAT (DDD. dddd) 51.0000 49.9000 48.0000
LONG(DDD.dddd) -5.2000 -5. 1000 -6.0000
JAMR POWER 500) 500 500
ANT GAIN (dBI) 6 6 6
JAMR ALTITUDE (FT) 30 30 30
ANT POLARIZATION VERTICAL VERTICAL VERTICAL

BANDWIDTH (KHz) 30 j(6 30
JAMR FREQUENCY(MHz) 125 125 125
GRD TRAIN TO SITE I AVERAGE AVERAGE AVERAGE
GRD TRAIN TO SITE 2 AVERAGE AVERAGE AVERAGE
GRD TRAIN TO SITE 3 AVERAGE AVERAGE AVERAGE

GRD TRAIN TO SITE 4 AVERAGE AVERAGE AVERAGE

GRD TRAIN TO SITE 5 AVERAGE AVERAGE AVERAGE

Figure 4: Jammer Data Table
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THIS IS SITE DATA TABLE
S ITE I 2 3
SITE NAME TRANSMIT I TRANSMIT 2 TRANSMIT3
LAT(DDD.dddd) 48.5090 49.0000 49.2000
LONG (ODD. dddd) -7.1000 -6.9000 6.3000
XMIT POWER(W) 250 250 250
ANT GAIN(d81) b 6 6
ANT HEIGHT(FT) 33 33 33
ANT POLARIZATION VERTICAL VERTICAL VERTICAL
RECVR HEIGHT(FT) 6000 6000 6000
BANDWIDTH(KHz) 30 30 30
GROUND TERRAIN AVERAGE AVERAGE AVERAGE
RECVR GAIN(dBi) 3 3 3
REO J/S RATIO (d8) -3 -3 -3
RCVR GAIN TO JAM(dB) 0 0 0

MAX COVERACE DIST(Km) 300 3(03 300

Figure 5: Site Data Table

THIS IS RANGE RADII(KM) DATA TABLE

DEG 1.0 2.0 3.0 4.0 5.0

30 206.8 179.5 115.1 228.9 288.6
60 270.9 269.3 245.4 279.5 295.3
90 277.9 274.4 262.7 280.9 292.7

120 273.3 259.7 158.5 270.3 280.9

150 132.3 110.8 91.1 167.8 243.1
180 67.0 74.4 72.8 116.2 163.0
210 51.2 66.6 61.8 97.0 112.6
240 50.2 69.0 55.6 74.3 91.3
270 61.2 70.0 47. I 66.7 79.3
300 77.2 68.3 42.3 73.2 82.2
330 91.2 75.9 47.2 83.0 111.2
360 120.9 106.9 67.9 111.2 239.8

Figure 6: Range R•dii IData table
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Figure 9: Partial overlay
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STAiiLARDLIZATION OF COMMUNLICAlIONS JAMMING ANAl YSIS

Capt Louis P. Kelley
Computer Programs Applications Manager

HQ ESC/AFEWC/SATB
San Antonio, Txas 78243

'SiU_MMAR_Y alternatives which he could assemble to provide
the best approdch to an immediate pr obi em.

This paper uses a single channel, amplitude
modulated, VHF/UHF radio system to point out the At the system level of evaluation the use
variations in parametric data for equipment of a consistent methodology could provide the
elements, and the uncertdinties of propagation basis for evaluation of communications or jamm-
analysis, and J/S ratios. Standardized metho- ing systems in terms of good, better, and best.
dology is expected to ease comparisons between It may also form the basis for evaluating elec-
systems and may lead to measures of merit for tronic countermeasures against the more common
comiiaring communications jamming against other force elements such as tanks, planes, ships and
elements of force. guns. The AFEWC experts to evolve into a model-

ing capability which will ultimately provide a
PROPOSAL FOR SIAI)DARDIZED field coimmander with a go/no-go answer, or more

wMMUNTCAT-FNS JAMMING ANALYSIS pragmatically with a probabalistic answer which
takes advantage of his experience to recognize

The effective intergration of ii;odern com- the odds that a tactic, or force mix qill work,
bat forces establishes the requirement for both and balance the cost against the objective. The
the communications equipment to achieve adequate systems level evaluation would be a natural
comimind and control, and the jamming equipment follow-on to the more elementary constituent
required to deny a belligerant force the comm- analysis.
unications they need. Each proposed system is
subjected to a multitude of evaluations, studies The most common and most often performed
and tests at virtually all phases of design, constituent analysis involves a single trans-
development, testing and operaticnal evaluation. mitter, a receiver and a jammer (a TRJ TRIAD)
Even after the equipment is purchased additional as such it will be the analysis considered for
tests are conducted to investigate the feasi- a standard methodology. The techniques and
bility of new operational concepts, methodologies for most C3CM Analysis Models are

aimed primarily at link assessments. AlthoughAt each stage where an evaluation is imade these assessments may be credible they are based
is appears the purpose of the evaluation is on nonstandard methodologies, Many are based
different, the analyst is different, the manner on the techniques of an individual analyst and
(technique, tacit assumptions, rules-of-thumb, while there is nothing improper about this, a
etc.) is different, and the fonn of data input standardized mrthodoiagy would promote commun-
and output presentation are nearly as unique ication between users, facilitate understanding,
as fingerprints, Any future analyst is faced reduce cost, and permit pat ing to accelerate
with such a wide variety of difterent products project completion.
that an evaluation of a single system is diff-
icult even where the same data is used and the Writing an evaluation could be as simple as
conclusions are the same. rommparing different "Analysis of the AN/XYZ-12 was performed using
systems is nearly impossible. standard methodology flA, modified to use the

Longley-Rice Propagation Model." The writer
A standard methodology is needed for commwn- has replaced ten to twenty pages of methodology

unications jamming analysis to minimize the explanation with a single sentence. The reader
variation in units for data presentation, and is no longer tasked to trudge through page
the manner of presenting both input data and after page of equations constantly referring
results. It is also needed to minimize the back to the definitions of var;ables, because
variety of techniques used to commpute and pre- this author uses Hebrew script exclusively.
sent results. Standardization is an enigmatic Deja Vue.
phenomenon: it is simultaniously considered to
facilitate prog:ess, and to be the antithesis The micro-elements of constituent analysisof innovation. The pro's say it accellerates include the IRJ TRIAD, their associated antenna
accomplishment, while the con's say it inhibits s~sLeems, and the miedium in and through which
creativity. No one wants to be pushed into it, they operate. We will limit this discussion to
but we demand it of other,,, the elenments involving spectrum dependent radia-

ting systems, Even the subject of commununica-A standard methodology need not imply tions jamming is too broad so we will not con-
identical. The best approach may be to provide si ler data link, or other digital systems, and
the analyst with a variety of "off the shelf" manual morse is sufficiently different from
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voice that it should be addressed separately. si.,ple algorithm which could reduce that errer.

The Datalink Vulnerability Analysis (DVAL) Transmitter:
Joint Task Force (JTF) has been established at
Kirtland AFB, N.M. to develop a standardized Even a simple plate nmdulated, class C
methodology for digital communications system final, AM transmitter can prove difficult to
analysis. model vith tremendous accuracy. Radiated fre-

quency is fairly predict'ble, stable, and well
Jamming effectiveness is often based on thc behaved. Radiated power *s another case. The

ratio of jamning signal strength to transmitte: AN/GRC-27 is rated with a nominal power output
signal strength required to sufficiently degrade of 100 watts. In normal day to day operation it
communications. The basic equation used to would frequently deliver anywhere f,om 150 up to
model the TJR TRIAD for achieved jamnrting to sig- 210 watts. This is a deviation of about 2 dB
nal ratio is: from the specifications. An Army field radio is

rated at 4 and 12 watts output; switch select-

10 Log U+ G-Gt+Grj-Grt+l0 Log Br able. During tests in 1979 it was found that,
S Pt Bj in the low power position, the set would put

out anywhere from 2 up to 9 watts, and in the
Where Pt = Transmitter Power (Watts) high power position the output was from 6 up to

Pj = Janmner Power (Watts) 15 iatts. This is a deviation of from abouL -3
Gj = Jammer Antenna Gain (dBi) dB to +3 dB.
Gt = Traismitter Antenna Gain (dBi)

Grj = Receiver Gain Toward Janmmer (d~i) Modulation:
Grt = Receiver Gain Toward Transmitter

(dBi) This mechanism is often taken for granted
Bj = Jammer Bandwidth (KHz) since it is so well understood by design engi-
Br = Receiver Bandwidth (KHz) neers. The number of technicians who understand
Lj = Propagation Loss for Jammer (dB) the phenomenon are somewhat rare. This may help
Lt = Propagation Loss for Transmitter to explain why so many transmitters have sloppy

(dB) modulation. Just a little overmodulation, or
Note: O<(Br/Bj)•l deterioration in the power supply can distort

J/S = Ratio of Jamming to Signal Strength the audio intelligence and diminish the trans-
(dB) mitter effectiveness. This Lerm does not show

in the J/S equation.
Each of the equipment elements have para-

metric data associated with them and each data Receiver:
element can be expressed in a variety of ways
depending on the source. In addition each of Receiver sensitivity is probably a good
the parametric elements have associated with measure of merit. Here, however, you have a
them a certain deviation. We will consider each wide variety in the form of the specifications.
significant equipment parameter. Sensitivity may be given as:

Antennas: Noise FigureTangential Sensitivity

There are many antennas which, when the Minimum Discernable Signal
physical dimensions are known, can be modeled Microvolts for a given S/N ratio
with reasonable accuracy. Even the effective dBm for a given (S+N)/N ratio
dimensional changes due to end effect and alt-
ered phase velocity can be taken into account. The receiver may incorporate any of several
However, the antenna data normally available is AVC designs (straight, delayed, delayed and am-
"Gain", and "Beam Width". The qain may be in dB plified, delayed and amplified with forward
referenced against a I., x `ipole, a 14 x verticle feed), manual R.F. gain control, squelch cir-
radiator over a metallic ground plane, a 5/8 x cuit, and noise limiters of which there must be
verticle radiator over a metallic ground plane at least a dozen basic circuits, and multiple
or an isotropic source. Fortunately these can variations on each. The bandwidth and effective
be converted from one frequency to another noise bandwidth can vary due to design or age.
without a lot of trouble. Adding preselectors, and bandpass filters all

combine to increase the difficulty of modeling
Most analysis reviewed by the AFEWC use the even a commnon AM communications receiver.

antenna gain given (boresight gain) for the full
beamwidth, where beamwidth is measured to the Jammer:
half power points. Thus we start out in our
analysis with a potential for up to 3 dB error. The jammer is similar to the transmitter;

The remarks on frequency, power, and modulation
It seems that we could agree on some semi- for the transmilter apply equally to the jaimmier.
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The principle di-ferences are in the area hold divergent views on the validity of a part-
of control and power management. Whether a icular model and on the procedures for handling
jaimner is tuned manually or automatically can the empirical data used to validate it. The
have a profound affect oi its suitability for number of opinions you can get oi, 'he suitabil-
employment in tactical situations. Likewise, ity, accuracy and limitations of any given pro-
the method of power maagement is also impor- pagation analysis technique is about equal to
tant. The analysis techiiques for dealing with the number of experts in the field.
power sharing are relatively straight forward,
but those for dealing with time sharing are not The J/S Ratios and Intelligibiljty_:
so well understood.

A required J/S ratio is perhaps the most
As an example, consider a time shared jam- popular EW performance measurement used in a

mer with a peak CW power of 500 watts. This basic TRJ TRIAD analysis. However, we are impl-
janmner is attacking four different radio links. icitly using some measure of INTELLIGIBILITY
Clearly the average power directed at any one DEGRADATION. That is, for a hypothetical sys-
link's receiver is only 125 watts. Yet when the tem, a J/S ratio of -3 dB would be required for
jamning is present the receiver "sees" the full a 50', reduction in intelligibility.
available jammer power of 500 watts. The ques-
tion of which of the two power levels to use in Relationships between J/S required and
an analysis has not been easy to answer. Prob- intelligibility are not consistent from source
ably neither is correct. The real answer will to source. Many are based on standard (NON MIL-
require specific data on timing, modulations, ITARY) subject testing in laboratory environ-
and J/S ratios required. The difference bet- ments using balanced-word lists, random charac-
ween the two power levels is 6dB. ter readings, rhymed word lists, or scripted

transmission scenarios. While derived intell-
1r~opagation; igibility factors may be based on single char-

acter, single word, or concept and idea feC-
The medium of transmission is the atmos- )gnition, the J/S ratio required in mil itary

phere, and we can predict its effect on any operations is a function of the intelligibility
given day about as accurately as we forecast necessary to conpiete a particular task or
weather. Even limiting orselves to the UHF/VHF mission.
ýands where propagation is essentially line-of-

sight we have a wide variety of propagation Bell Labs discussed these problems as early
analysis techniques available which vary from as 1944, rela;ing them to the human h-aring
pure theoretical to pure empirical, nechani sm and its tolerance to various jamming

tactics. Thev found that:
Four of the propagation models which could

be used for predicting atmospheric losses are: * Interfering noise is effective only if
its frequenc) and intensity is comparable with

TIREM - rerrain Integrated Rough Earth those of speecr.
Model.

A single tone can mask frequencies within
IPS - Integrated Propagation System about 100 to 200 Hz so that the jaomning signal

must consist of a continuous spectrum of closely
Longley - Rice spaced discrete frequencies for effective jam-

mi ng.

EPM-73 - Empirical Propagation Model, 73
* A pulse must latat least 2'30 msec-

The first three are big, sophisticated before the ear stimulation is equivalent to that;
models while EPM-73 is fairly small and fits on of sustained tones. Short pulses are less eff-
a microcomputer. We have used EPM 73 mainly ective thin continuous types of jaimming signals.
with frequencies between 30 and 2000 MHz. Recall our previous discussion of lime-Shared
According to the literature this model provides jamming systems and you can see how the Bell
answers that are essentially equivalent to those Lab's work may relate.
of larger models. Yet the calculated values for
propagation losses for these large models may Bell Labs also found that:
vary from each other by as much as 5 to 7 dB.
EPM-73 tends to fall into the middle of this * High level pulses can impair reception
range of values. However, the standard devia- due to momentary deafening, [-it is easily fixed
tion about the mean value that all of these by clipping, suppression, cr frequency limiting
models compute can be as much as 12 to 20 dB, filters.
depending upon frequency.

• A listener can recognize 60 to 70, of the
In addition, two authoritative and repu- words transmitter when 150 msec of each 1C7 msec

table organizations in the propagation business time interval is deleted, although we haven't
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learned yet the method used by Bell Labs for well (or bad) and minor deviations will cancel
this test. each other.

The office of Telecommunications and ECAC The Air Force Electronic Warfare Center is
jointly published "The Communications Electron- keenly aware of the requirement for standardized
ics Receiver Performance Degradation Handbook", methodology. We have conducted extensive tests
2nd edition, in support of ESD. The handbook in conjunction with the Aeromedical Research
has a series of graphs which clearly show that a Laboratory to evaluate J/S ratios against intel.-
S/Interference ratio from 0 to 8 dB is required ligibility in that area, evaluate jamming modula-
for satisfactory reception with a receiver out- tions, account for traniing, skill, aptitude,
put S/N ratio of 20 to 25 dB. individual voice quality, hearing ability and

provide supporting documentation for the J/S
There are other rules of thumb, or pseudo- values used in our evaluations, We have adopted
standards, as well: the use of ECAC's EPM-73 propagation model and

we are working at standardizing the kinds and
* It appears from several reports that the form of output data presentations we use.

Army prefers a J/S ratio of +6 dB to insure
adequate janmming intensity. No analyst should be expected to subordin-

ate his abilities or imagination for the sake of
* A briefing prepared by Sanders Corpo- standardization but as a minimum regardless of

ration on a time-shared jamming system suggests whatever other analysis technique may he used,
that a J/S ratio of 0 dB is appropriate for we need a standardized methodology as a baseline
that type of system, approach for comparison and for reproducibility

of results.
* From an analysis of Red and Blue Flag of results.

exercise data, we find that a J/S ratio of -11 BIBLIOGRAPHY
dB provides effective jamming against some
systems, while other systems required a J/S 1. Institute for Telecommunications Sciences
ratio of +6 dB. That is a total spread of 17 "Methodoloty for the Planning, Analysis and
dB UNCERIAINLY. Evaluation of Electronic Warfare Equipment

Systems and Operations" Draft of discussion
In addition to the effects described above, notes, J.P. Murray, 16 May 1980

some jamming modulations are designed to stress
psychological as well as physiological 2. F.E. Terman "Electronic and Radio Engine-
irritation on the human receiver. These would ering". 4th Ed, McGraw-Hill Book Co., N.Y.
be expected to become more effective over time. 1955. Pg 927, & Chap 23.

The proposal is that we begin in a certain 3. Langford-Smith "Radiotron Designer's
well-defined area such as standard AM communi- Handbook" 4th Ed. Radio Corporation of America
cations. That we investigate this one mode and N.Y. 1952 Chap 22, 23.
establish the units to be used in presenting
data, that we specify the techniques to be used 4. Weast "Handbook of Chemistry and Physics"
in accounting for each of the micro-elements, 49th Ed. Chemical Rubber Co., Ohio, 1968,
and that we describe the manner in which output pp A9, AIO.
data will be presented. The first and possibly
simplest area nay be the VHF/UHF region, single 5. Karvitz, Lenke "Communications/Electronic
channel, AM communications system. Receiver Degradation Handbook", 2nd Ed ESD

TR-75-013 ECAC Annapolis Md, Aug 75
There is no doubt that the many uncertain-

ties involved will leave any theoretical anal- 6. National Defense Reasearch Committee, RCM
ysis somewhat short of perfection; however, in Handbook No 4, Communications Countermeasures
the comparison of different systems the common 1945
errors will work against both systems equally

7. Miller, Harry J. "How to Detenning Antenna
Gain" Popular Electronics July 1979, Pg 43.
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SEEK TALK - A JAM-RESISTANT TACI'TI('Ai, COMMUNI('CAI'IONS SYSI'M

Richard W. Knoel 1(,r
General Electric (OUmicin y

Aircraft Equipment Pivisýiun, Ilit ira, NY 1:3503

Communications play a vital role in It is I)i in dune, iI ti us ,ssuIlt' I ci r iI

the Force Multiplier concept of modern (Id (Fig. :3) u) jamming Iflcttl'Q inn i.s
defense strategy. The seriousness with cedC,,I tI til' c:adiI elm I, i ;al> ()Is 1u(01t1
which potential adversaries view our us(,' ends i ti cuillliand 11d ('.()it u I in lik.
of communications in this role is amply OIW. it iS joissitlt' iu ('llllhiti"('at
iliustrated by their determination to tti' lighter up I, ti a 'tigt' u () 80 lnlo
field effective Electronic Countermeas- from t he cruliminai1 :11d (l()Ilit 'nI ,I ic Itat I

ures systems to disrupt battlefield com- u)r 7(0 iIs r() h(, t.Iis' lmimel'. ('ummitn i (-ira-
munications, and to control the communi- tionsý frui thPt ligirlt, etI (ttit iack I1)
cations spectrum to their own benefit, the cummand and ult ru) I ,:ll t'ik(, ie
An example of this determination occurred when thie lightitr i.s 1,70 mil i-,I cwaly\ ut
during the 1973 Arab-Israeli conflict, tjust bteyond the JallleIII 'l i t•s 1
where Egyptian -operated UHF ,jammers sig-
ni ficantl y degraded Israeli air operta-
tions. It is clear that the UIIF commu-
n i cat ions band, widely used fu•r tact i Ca]
air , sea, and ground forces for command
and comitro I purposes , is ,'u 1 nor bl P I s t oPo JAMMER
j amm i ng as long as the radio equipment
remai ns unprotected. (Se Fig. .

UHF Voice Communications
Can Be Rendered Useless
By Opposing Force Jammers V" .' . . i li(ill i a i lls laiige

The Cornmunicatic•ns Jamming Problem

Pto C miculei dO,,11,i(n -Jii

'ih deoprt e t o wh ic h I¶ h i svii I n er ah i I - idl

i ty exit I. , an ice p i en i n po,,noci c, tinn 1'

c21 as s I f i e d t. 1 rm.i . up os a conimand and V
control aircrafct [s attempt] op to) conmiiu-
nicate with, fighterm under \ tc itut: Pig (
and an enemy ja'mmr is 1oca ted 15 0 mn I s 5 (H lPr 'It 'i i
ax% a y The codrmune i cati i whh rtinpe i s I iin"i -

ted in t ahis example to 2tm.t t25 mci
(a1ag. 2) The assunitption • iado is that, A(I i nir 1 Ot (il nir(i i on

Lne jamnter is ten times mere powe ftr ul ( Fi . 1), ' tlll i(-i:l i1 1t ll (l;I' III ki ' 1 (litf',

than the radio transmi.t~tor -- certainlyv .I Lb t igh I i s I i t in 25 li I
conseerva tire assumpt ion g x'ti 1 tudey I. i lie 1 1 iiioF r, :1ci(i i li' I iIlk l*r iim I 1ii,

jamier c cchinoloIpy vxersu 5ý th(' 1 \ypii'al i ti h tic'k Iu) (cuiliiiclid cilld ' II nl')I is

Lica)rn I I ii' I t ti pt 0' d ,2 i I I ii Ih i ci 'I
a i [))r (• transm itter . .4•(1 1 [i l Ilill• h' . l it ll! l(lI

t h att ;I i ' 'l [' ()1w r n'il illý', il 11 jj ' jjf';jl' \v i

The soolution to th is pIlio l t mO is; tic (, i N tI ill N' *j ciiiiiit'i- lit' i l I lv i t' 111 i --

i ncirporat, jamming ce 4i.l t an(-ie ilA) tlt' IIcllnllil \ )II IIIllitr,()I I i ()n 1 11:111 I1 w .;•, I III-
radioi N'5t0,11 . Wi t.hIitut 01101'i tiug I lp ii. th '1' rIim ' fir ,I.
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"* Jamming Reslstant (Spread Spectrum and Adaptive Array) THANSIMIT 4(10 SPFC THUM
ltCtI V( R tuF REUNCY P SPON4SI

"* Contarancing (Breiak'i1n)

"* Compatibie with Encryption Devices

"* Opt satr TranaparencyI

"* Modle Selectabie[1
Ciear AM

* Jam Reaitlaant Contereneing
* COMSEC 21 ------- FPIUENCV

Fig. 8. SEEK TilIK Characteristics- Fg ii 11 li I tovingý, Approac(h
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SE'EK TALK ha vi'liet rlt't d.I' tied aiýd tested
In addi tion to providing the requitrod by Gene'ralI Elect ric'. '[h i s 1 rias-sboard

* ~per formance characteristhics, some con- un it (Fig. 12 ) was the l'il-s to demon-
si derat ion is given to th'le i mpac t upon si.trate.- the c ýUc ept: a of Israk - Ii can for-
the UH1F spec trum by 'the deplo ymen t of an 'nc'i ng' witl I. h )-t, li 4 I)i'acpec-
operational SEEK TALK syst 'em. Frequen - Il~ill wave Vava f I. It, tit 1Ii '/edli :III eal
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trol aircraft. 'T'his I iniit~ed handtt of ip- tested. 'Iliý is hia iiii- loop version

eration is jl~si55i b)oPhcawse pact 0'i the adpriiveu thb has it c '(miiija t illi it.>o'
AJ protect ion for SEEK TALK is prov ided the nut] p~g paslwit the li.' preadI
by the adaptive array, whicli is not de spectr~titi Wnveh' fir. Jitg etsisin
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0 JAMMING RESISTANCE

*Jammed AM Chrannel
*Clear Reception in Spread Spectrumr Channel

(Same Jamming Power) 0i

0 BREAKIN
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Second Transmritter Comes in on Top

0 cl* o Stability Allows Entended Tine Before Resync

*Sync Reset Demonstrated

N NONREPEATING CODE FOR TRANWMlSSlON SECURtITY

*Four-Minute Code is Effectively Nonrepealing frm Processing Standpoint

* INTERFACE1' l .\IiL

*ANIGRC. 17l Interface at Aodio and IF Stable Local Oscillator Provided
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C3I API'IC.i A'TIONS FOR FIBER OPTICS

Donald B. Brick, ESD/XR
Brian Hendrickson, RA C/DCCT

Andrew Yang, RADCi/FSO

ABSTRACT

Fiber optics is gaining increasing in- planned Air Force efforts to Introduce optical
terest as an alternativo to cable In kir Force fibers into tactical C(31 appl icat ions. Tech-
command control, communications, and intel- nical discussion will focus on efforts to re-
ligence systems not only because on its band- place metallic cable; Introduce bus (multi-
width, low loss, and cost advantages but also terminal) systems; intrusion, EMI' and lamming
the potential for enhanced survivabilltv and resistant and more-survivable communications;

FI- P, lamming, and intrusion resistance, new multiplexing techniques; and efforts at

Tvais paper will emphasize oIngoing and standardization.
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ELECTRONIC WARFARE MILLIMETER WAVE
TACTICAL AND STRATEGIC APPLICATIONS

P. F. Mac Donald

Member of the Technical Staff
Hughes Aircraft Company

Ground Systems Group
Fullerton, California 92634

AtISTRACT/SUMMARY

It is becoming increasingly recognized that Elec- computer generated scenario to simulate these en-
tronic Warfare (EW) plays an important role against vironments, signal functions, applications Mid
enemy missiles, radars, weapons systems and corn- densities. This simulation is currently used in thie
miurications and is extremely effective in the defense design of systems being developed for use in thie
Mid protection of modern ships and aircraft. millimeter wave region.
Jlamming and deception become even more important

its increasingly complex and more "smart" weapons Speculation of deployment and tactics of Soviet
usinrg sophis t i,,at. I guidance methods are developed, forces using millimeter wave non-comrnmunimrtions
Most of thi su cni., olex weapons have a high "Kill" systems was developed along with Elcetronic
probability if the,, are net jammted, deceived or Counter,neasure (ECM) and Electronic Support
destroyed either by "llard or Soft" kill techniques. Measures (ESM) collection requirements which

address the intercept and countering of active hostile
In eomnpi.ing this paper for presentation, a search radars and weapons systems. This effort required

of both open source and available intelligence corn- research of active ECM components, antennas, and
nuLnity elass;fied documents was conducted in an jammer development along with present ECM/ESM
attempt to assess free world and communist block platform capabilities. Missir'n requirements of
millimeter wave applications technologies. The re- various platforms were also discussed along with the
search included past development, component per- land-based battle environment of the 1990 timec
forrnance, previous development, deployment tactics, frame. Exotic signal considerations, requirements,

future amnd present research trends, and applications and potential deoloyments in the millimeter wawv
of rmillimneter wave technologies. The technology region were developed on the basis of current Sovit
aSsessirnerits were evaluated as to engineering and doctrines and tendencies.
olperational feasibility arind soundness, in terms of both
millimeter wave component and system applicatrons. Considerations for future Friendly nation sllrr-

veillanree systems for this frequency baind were
The results of the literature search and eval- assessed and considered, including the requirement

1ation effort led to tire generation of a Soviet/ tor battlefield support equuipment and systems. 'N
('ommunist block millimeter wave threat assessment cost, weight, and si/e assessment was made frtokri
Ind teclhology presentation. This presentation with the antenna, receiver, arnd orocessor teeh-
includes past, present, and future Soviet technologies nologies and requirements.
and projected applications of these technologies in
the millimeter wave region of the radio frequency Study and research efforts were also ooncen-
.pveetrurn. In areas where specific comparisons of trated oil direction finding mid processing techniqures,
Soviet technology could riot lhe coo,,-rn2Žd due to lack primarily in the 18-40 (Ill. range, which could he
o wr nailable information, the Soviet technology was compatible and capable of interface with cirrent
roimured to le on a level par with that of the United microwave receiving/niralysis systems in the rrttempt
States rind other free world countries, so that to minimize cost. Multi-beam antenna and ariplitudh'
potertinl millimenter wave threat assessments could cornparison direction finding techniques were found
nt least be speculated. to be most advantageous in this frequency region.

These approaches were found highly suitrble for hiihr
A millimeter wave propagation analysis through emitter densitit'm, are adaptable to signals ý nli

31l1l(dlIz was compiled arid included in ttme pre:;en- "exotic" characteristics, arind can achieve direction
ttion for reference and for consideration in the finding accuracies of better than on(e idelgt:e.
evwduation of millimeter wave applications.

Special thanks are in order to the U.S. Army foi'
A threat assessment of signal parameters, ap- sponsorship of this paper andl alowing and sponsor ril,

plications, functions, and a battlefield scenario using this presentation. Specific thanks go to Mr. Alrert
Western Europe in a worst case situation was W. Murdock, Jr., E'ectro-optics Project Manager and
described and assessed. Future system utilization and Mr. Thomas R. Sullivan of the U.S. Army Intelligenrer
deployment of the hositle signal environment in the arnd Security Command, Caode IOAPS-SE-AS,
millimeter wave spectrum was postulated and eval- Arlington Iloll Startion, VA, for their support and
uated from both a tactical and strategic viewpoint involvement in lHughes Aircraft Cornpatr Studdy
mud formed the basis for a Hlughes Aircraft Programs SP-01-78 and SP-01-80.
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ARM SEEHKE'R ()UN'IERMEASUREi TESTS, PART 11
by

Ihomas F. Christy
US Nwiv[i Surface Weapons Center

ABSTRACT

The N:;WC ef fort in ARM-CM cont inues . In (3) The favored tactic was successtul in

the past year, stotic field testing at a radar transferring acquisition from radar to decoy.

site using the recommended countermeasure
tactics has verified compatibility with the (4) Multipath of target emit tr signals

radar and effectiveness of the tactics. made it difficult to achieve quantitatiively

Dynamic field testing has also occurred using comparable results as geometry and sea state

an aircraft carrying an ARM seeker making varied.
,;imulated missile approaches against a radar
and i nearby decoy. The tactic was again The next field test effort proposed was a

suc ssfui inL transferring acquisition from dynamic simulation with an ARM seeker mounted

radar to decoy, and conversely, when the in ;Ila aircraft representing missile approach,

proper tactic was not used , ai high probability tc the target. Although results obtained ftr(n
ot radar hit occurred, the static field test at >;Rl,/ Chesapeake Beach

were encour-ging, limitations of the available

SU!P %RY fai ilit es forced a change in location to NWC,
The me;i soremen a SHR IKE krs by China Lake for dynamic testing. A test plan

ThW e sri al , preseeked by was developed which used a TA-4J aircraft,
NSWC in an inechoic chlamber, p~resented at the ae tNC arigteC al eei

based at NWC , ca rry Ing the Fl ya bl ItCene ri c
pre v ious sympos i um we re skif f ic ient to de ter-

ARM Seeker ( FGAS ) to simulate the threat
mine significant seeker characteristics and to iss ie . The FGAS has a number of selectable
identify potential counter-ARM tactics. It

wasdeidd t p-O'eOd it fLel tstng discriminants including angle , frequency
was decided to proceed with field testing search, PRF, pulse width, and signal
us in g geometries typical of actual missile intensity.
engagements. A plan for a static field test
was written for the NRL/Chesapeake Beach site In the dynamic field test the radar and
where several test assets not otherwise decoy emitters were separated by I distance
available in the l)cal area could be found. decy suweested byi a dinTaneThes inludd: moifid SS-3 raar ith typical of suggested tact ical usage. The

Those inc tuded ait mod if led SF5- 39 radiar with i ai rc rat t a1p roac hed tile Lat rge' a- e in i
external AMl inputs, a transmitter to simulate direction perpendieilar to the axis between
the decoy which could be remotely sited and i

controlled, and the NRI, jack-up bairge, which the two emittots. The a airc raft dived At tyiea

furnished a moveaole platform from which the of taroat miss iles. Various target emission

SHIRIKE seekers could view the target emitters. foreatsmwee iued to essian
formats were Used to identity successful and
unsuccessful tact ics. Data was cal lected by

A number ot radar and decoy tranismi ;sions msmesof tle trose pat loecaed by

were investigated wi th the following results: veape of tel trget aetea aseen from d li
video !aipe of tihe target area as seeni from tihe

(1) It was possible to track air targets aircrait. A total of 74 aircraft passes were
wi th occasional short interrupt ions in radar made , and the favored tactic was successful iii

operation. 24 out of 24 passes in which it was used.
Other tactics were only partially successful

(2) It w,, p( ;lble to distinguish air o opeey uscesu ntrnf r i

targets in t, presence of decoy-produced or completely unsuccessful i transferrtng

interference. acqu*sit Ion from tue radar to tuLe decoy.

I PAI1GE BLAN-NOT FU
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POTENTIAIL OF EILEC'IROMA(NIE•l'IC

ENERGY FOR WEAPONS APPLICATI ON

Charles E. Kinney
Major, U.S. Army

tlt'adquarters
Training auo Doctrtie Command

Fort Monroe, Virginia 23651

Electromagnetic energy possesses a very were from 3-13 mnW/cm . Such effects, if cool-
real potential for functional impairment and/or clusively demonstrated could have enormous
destruction of certain targets. The purpose of significance to pilots of high performance
this paper is to explain that leading statement, aircraft.

Whenever electrons are forced to oscillate The thermal effects include skin sensa-
in a suitable medium, electromagnetic waves are tion of heat , cataracts, 3d degree burns of
produced. These waves are described by skin or Internal organs and/or death. TIhe
Quantum Mechanics as having both "wave like" U.S. Army Medical Research Laboratory has
and "particle like" characteristics. The conducted tests on burns with microwaves pro-
"particle like" packets are called photons and due'tng 3d degree burns on human skin with
possess a discrete level of energy described by 20 W/cr 2 for 2 seconds. Results such as this
the formula E=lhf where h= Plancks constant and and other studies indicate that power densities
f= frequencv. Energy amplification by stlmu- of 20-80 W/cm2 for I second may be lethal.
lated emission of radiattion has been well lesser injuries occur at much lower power
exploited in the Infrared to ultraviolet densities (as low as .5 W/cm2 ). The study from
portion of the electromagnetic spectrum. How- which this conclusion was extracted goes on to
ever, tills paper will deal primarily with the conclide that 'personnel in vehicles are
microwave portion. vulnerable because mi(crowaves can pass through

openings, glass or fabric with 1 ittle or no
Microwaves are 01l, ctro0magnetIc waves attenuation. As long as the wavelength Is not

emanating from the frequency domain of 30MHz to larger than the opening, the majority of the
300t;Hz of the electromagnetic spectrum. The Incident energy gets through although it may be
energy possessed by these waves (or photons) diffracted."
can Interact with certain target characteris-
tics in a detrimental wav. For Instance, they Systems effects Include functional upset
can interact with the electric dipole moment of electronics, damage or burn-out of 'loctr i-
of tile 1120 contained Inl human tissue molecules cal components and structural damage. The
and by causing this dipole moment to constantly most [ami 1 iar ma 'ifestation of this ph0In0omeIm1 I
realign Itself with the oscIllating electric is probably found in the description oif a
field of the wave, produce heat. The heat nuclear electromagnetic pulse. One of thie
generated by such interacti on then acts to side effects of a nuclear explosion is the
damage the tissue. generatilon of an Intense electromagnetic fIold

incident to the earth's surface. Metallic
Antipersonnel effects generally fall into objects (targets) immersed In this field will

two broad categories of nonthermal and thermal. have electric currents and charges indu( .d on
Nontihermal offects include psychological their surface.
Impairment and other subtle debilitating
effects. Due to a lack of controlled, long Army communications and weapon systems
term studies in this courtry, many U.S. scien- generally share electrical characteristics
tists ate skeptical about the potential psycho- th3t make them effective couplers of KMP.
logical effects of human exposure to RF energy. Intentional openings, such as antennas and
No such skepticism, however, exists In the radomes as well as unintentional openings such
Sovitt Union. Their view is that definite as cables, wires, poor seals, etc., will allow
psychological effects do occur. Perhap!; that the entry of these currents. Souo itiv,, elec-
expla-ns their bombardment of the American tronic components caol then he up,, t finiction-
Embas!;, in Moscow with low level microwaves a ally or even burned out. Some typical power
few y' ars back. At any rate, they have levels necessary to achieve damage can be founJ
estal-lished a minimum safe exposure level that in Figure I.
is 1()00 times len;s than ours. Experiments
cond 'eted with Rhesus monkeys in this country
concluded that "Exposure to microwaves was
found to decrease performance rates directly
proport'onal to field intencity and exposure
time." Power levels used In this experiment

iRmDIwi PAI, uAw-mOT Fl
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(;olh~ointMinimum Energy to convert th le kill 't ItC exit rgy It n In Cl I Ct ron

Microwve Illde ~ 7beam to MMh wave rad iat ion In thle '30 to 300 GIis

SW Itchin lg Tranis iStor 5 x 10 rage

Rect if I er 1) lod e 6 x 10O4 Perhaps one. C)f the most s ign if icant Soviet
Re Iay 2x10 3 developments to occur recently Is the burildiing
AndlIo 'transi1st or 5 x 10 3of a magnetron amplfii er whxi ch can ampl ify anl

external signal by about 30dB. A 30dB signal
Figure 1 . Minimum Energy Required for Burnout amplification Is equal to a gain factor of 1000.

Only a little Imagination Is requiiretd tCo con-
There are also several theoretically nect this develoxpment with the high power

passi ble techniques to cause actual structural generators discussed previously and draw some
daxmage. Security classi ficat ions do not permit conecilusons regardinxg weapon possibilities.
further dilscussion in this paper. Figure 2
deplicts some potential targets for microwave it is the contluiCiIon C)f thxis aiut ho~r that
energy aittack. the Soviets are cont inuixIng tCo explore the

techxnol ogy necesas~ry for devel opmient of high
~'1ICA ETGf1C eiiergy microwaive generators tCo he cis'd In a

tdirected energy weapon system . Addi I [ onallIy,
PERSON"NEL. AVIONICS IN the tiest ructitve muxchaiaxisins of such systems pose0

a very signi ficant thrloat to personnel and
COMMUJNICATI ONS MANNE'D BOMBE.RS systems. Finallyv, cur irent t eClino log ical devel -

opments fitx thle U .S. !itih as advanced composites,
RADIARS CRUISE MISSILE GUIDANCE and~ microelectrumnics may well prCovide the

Soviets thle very CICCdoxtrinal requiifrements5 neededd
RPV 'S ICBM 'S to JtxsttIfy dlevel opmient oif such diIrect ed energy

Weapomns.
AIRCRAFT SAfELL ITES

B I B1,IA(RAPiIY
COMPUTERS REENTRY VEilICLES

C.aCaldwell , Thxomas A. , Ph .D. , ''Non-Nuclear
lU EL STORAGE Electromagnetic Pu]lse (1,W) cGeneration-USSR,"

S IT FS Foreign Science anti T'it hol opy Center, DST-
2700S-497-80, 17 Maurchx 198(1 (S/NF/WNINTEI,,/NC/

MISS ILEh*S ORCON).

El E i-,cTR()-. P '1 IC 2 . Oscar, Kenneth J1. , ''Axial ysi s of Microwaves
For Barrier Warfare,'' U.S. Army Mobil ity Equip-

Figo r( 2. Potecot ial Targets for MicorCwaive meat Res earchi andi Develo1mepntt Center, Repo rt
Eneurgy Attack No. 2048, December 1972.

There tire currentlIy several app roaches 3. CaldCwel1l1, Thomas A. , Phi.). , ''Soyviets D evel101
tinie~r at tlye devel opmxent [xx thle SovtCt Union RelaCt ivistico Magnietron Amiplif ier,"' Biweekly

Cto Caiit flitcrowaive energy, iiici fit i tile mtanner Sc lent ific. and Tiechn icai Inht eli Igonc e Summary,
of at laser, which wouCld al low siif ficiexnt 1 2 December 1980 (Secret /NOFORN).
poCwer xdeposit)SItion onl target to ociuse the
effects hieretoufore d iSeissed . Combat vehiic les, 4. Jankovicix, John P. , "E''Effects of Low I oten-
as,; ritr exit y ties itgned , do not provitde adequaCtite sit y Microwaves onl Perforimance," Naval Atmmuicit-t

Cit )LCotion against elect romagnet ic eniergy t Ion D~epo t, No. 187, Jliiy 1971.
;it Lack. Vision 1blocks are transmissive to
wavelIexigthis app roximiat ing the size of thle 5.HliJsp .- ucerWl01 fet
openitng. onl Army Tact lecal Syst ems, Vol 1 , Overvitew , US

Armiy El ect ron ics RV.search axit Develtopmenet
* ~Some o f thle kniown approaches include: Commanid, April 1979 , (Ilnc las).

* CYRfICON - An RE generator with thle potential
for vc2ry high powers anti efficiencesle for 6 .HDL-TR-i882-l , "Nuclear Weaptons Effects oil
itlier CW or pul sed operat ion. REFLEX TRIODE - Army Tact ical Syst tims, Vol 1 , Overview",' USH

Another technique for genierationi of very high Army Air MohlI Itv Research axnd ltoVeliipme~nt
otiiput ptwt r . Harry Diamond Laboratory Laboratory, Ft Eon t b; , VA, Auguist 197/4 (Uxiclas11)
r, t x t by achixIeyed over 1. CW out put txI experfI-
feilt s cotnduc ted there. The Soviet motiel I s 7 . McLees , Byrion 1). b Flinchi, Edwartd 1). ,
assessed as having the p~ot ent ial for pewer "'Axnalys is (f thle Phxysiol ogle Elffects oi-f Mic rt-
Ciutlitit ox) the order oif 10121. GYROIRON -A wave Rad iat ion,'' NavalI Mediclt' Research I ns t I
dev ice that uses the c yclotroni resonance effect tuCte Nati[oxal Med i(cal Cenite r, Report No. 3,

'Ilixie 19 71
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ELECTROMAGNETIC COMPATIBILITY CONSIDERATIONS OF ELECTRO-OPTICAL
WARFARE SYSTEMS IN A FRIENDLY ENVIRONMENT

Roger Osborn, Dave Reed, & Paul Sautter

IITRI/Annapolis Operations

Annapolis, MD. 21401

SUMMARY

Current DoD Electro-Optic (EO) Warfare Recently, several preliminary EMC studies
programs are designed to as!sess and provide were performed by the electro-optics staff
a technological response to specific categories at IITRI/Annapolis Operations at the request
of EO systems found in the hostile threat of the program management offices responsible
inventory. With the expected proliferation for the development of the XM-l tain Battle
of EO devices, and the concomitant in(crease Tank and the Combat Identification System
in EO countermeasures and counter-counter- (CIS). The results of these analyseýx indicate
measures efforts, the insurance of compatible that the coupling of energy between friendly
operation of the EQ device with other friendly devices may occur via several principal
and neutral RF and EO devices found in the coupling mechanisms, and may be quit,' pr,,hable
same tactical environment is necessarily under certain tactical and atmospheric condi-
becoming a concern of various elements within tions.
the DoD. This paper addresses this concern and
provides an overview of the newly emergent Our results prove -o be complementary
discipline of EQ elec-romaqnetic compatibility to those of other researchers involved in
(EMC) in relation to developments in the field the intentionol1 coupling of optical radiation
of EO warfare. into an EO device, viz. EO warfare. The circle

will now be completed to include a discussion
Until recently, little attention has ,een of the interactions possible between EQ warfare

given the potential electromagnetic interactions systems and other electro-optic devices. This
between friendly electro-optic devices which paper may serve to introduce a new, and
could lead to degradation of system performance. necessary, dimension into the existing frame
Several early papers discussed possible within which EO systems design and analysis
mechanisms by which radiation in the optical is performed.
portion of the electromagnetic spectrum mighc
be coupled between an offending transmitter
and victim recciver, but were rarely applied
to the analysis of specific EO devices.
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1KW TiIAINING USING HAIDAR EIIEC'T'ROMAGNET'FJIC IK;NVILit )NM I;NT
SIMUI.ATION

A lST''ACT

John Michaels
Republic Electronics, Inc.

.75 Broad hlollow Road
Melville, NY 11747

This paper describes wftS is necessary in a simulator to achieve a high degree of operator
competence in interpreting a rak'-' display in a threat environment. The achieved level of op-
erator competence is a function of the degree of realism and complexity created. The models
used for the generation of the signatures of aircraft / missile/ ship targets, chaff, sea clutter,
rain and jammers, operating in a dynamically controlled environment, are described in detail.
The hardware/ software implementation and equipment installation, together with problems en-
countered during the sinitulator design are also discussed.

IN TR()1 UC TI()N

Today's electronic technology can provide radar crass section (0CS) fluctuation.
a realistic, accurate, and extremely flexible
simulation of the electrcoma gnetic environment 2. Slant range and radar transmitter
compatible with the most sophisticated 21) and power.
3D weapon control and surveillance radar
systems. This ability to create on command :3. Modulation due to target position in
a simulation of a dynamic multiple-target/ the antenna pattern (main, side, and back
threat environment, including clutter and lobes.)
weather effects, allows for the performance
of radar operator training to a degree pre- 4. Doppler shift and doppler noise.
viously unachievable. Instant recognition of
and response to multiple threats is crucial to TIlK: TI",CIINICAI ')HOBI1,1,M
mission success and often to crew surviv I.

In order to create an illusion at the radar
'T'he key lies in the ability to simulate of actual radar returns, it is important to

radar returns and jammer signatures with a consider the many signal parameters and ra-
degree of realism not differentiable from real (dar interfaces. i'hll se radar parameters
world radar inputs. The equipment must shall first be briefly described and later fol-
provide in real time that portion of an electro- lowed by an in depth (iscussion into the dimen-
magnetic environment comprised of multiple sions of these parameters:
airborne targets, multiple chaff drops dis-
pensed by the simulated targets, clutter, - Radar cross section
weather, and IK;CM' waveforms emanating from - Scintillation noise and other noise com-
selected simulated targets. The 1,:CM wave- ponents
forms should be capable of both denial and - Target dynamics
confusion techniques. In addition, the simu- - Path loss factors
lator must be coordinated with the real time - l)oppler
operation of the radar with respect to radar - Scan mod ulation and antenna gain
pointing direction, range sweep timing, and - I' xttLided radar ret urns (chaff', rain, sea
transmitted frequency and phase. This mod- Alutter)
cling, therefore, should include accurat' - Jammers
simulation of: - Radar (21) & 31)) and operator interface

1. Signal strength variation due to target
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Radar Cross Section (RCS) extended targets, such as chaff, rain. and
sea clutter should be modeled. The model

The RCS model should be the result of a should consider the additive effects of many

simple operator input of mean cross section scatterers, air mass motion effects, masking

over a range that considers all sizes of ex- effects, and altitude, and in addition, should

pected encountered targets. provide for both amplitude noise modulation to
simulate cross section fluctuations and doppler

Scintillation Noise and Other Noise Components frequency effects including doppler noise.

The model should include phase / amplitude Jamm'ers

fluctuation in regard to target aspect angle,
amplitude noise modulation should simulate The simulator should be capable of mod-

target cross section fluctuation, and Doppler cling a number of threats assignable to selected
frequency noise modulation, targets. Denial techniques such as barrage

and spot noise and swept CW should be avail-
Target D)ynamics able. In addition, noncoherent types of con-

fusion techniques such as range deception with

The target model should be capable of sim- a cover pulse, inverse gain, synchronous and
ulatiný, both maneuverable and fixed targets in nonsynchronous pulse train : 11ould be avail-

three dimensions (range, azimuth, and eleva- able. 'lihe coherent type confusion techniques
tion.) The maneuverable targets should be should be range dl',ception and inverse gain.
capable of linear and circular motion and of
having a rate of ascent or descent applied in- Radar Interfac,

dividually.
The simulator model should be compatible

Path loss l'actor's with both 2D and 3D radars and a direct sum-
mation with the real world radar input.

All losses that can effect return signal
stiength, whether one way or two way, should Operator Interface
be modeled such as; signal attenuation as a
function of target range, atmospheric attenua- A simple operator interface is of para-
tion as a function of radar frequency if abov,. mount importance. Automatic and manual
N hand1, rain attenuation, and chaff attenua- data entry should both be considered. In ad-
tion when extended over long ranges as in a dition, a means of displaying contiiuously
corridor. These losses should be considered updated data on all targets should le .onsid-
over a dynamic range and resolution compati- ered.
Wle with expected target and jammer conditions.

A RADAR ELECTROMAGNF'1IC ENVIRON-
I_)ppler MIEN'T MODI,

Target )oppler frequency should be mod- Hadar Cross Section
eled dynamically in accordance with the flight
path motion of each target. Two distinct types of targets are consid-

ered, those that are short compared to a

Scan Modulation and Antenna Gain radar's pulse length and those that are long.

The absolute pointing direction of the an- A target that is physically short effectively
tenna should be tvacked in real tinme by the echoes a neat, exact replica of the transmitted
simulator. The antenna patterns should be signal. Radar echoes that are long include
used to provide coordinated amplitude modu- rain,, sea clutter, and extended chaff drops.
lation for all modeled signals with respect to For long or extended signals, the radar return

the one way or two way antenna gain as re- is no longer a simple replica of the transmitted
quired. signal, but a superposition of many, many

returns from individual scattering centers.
l-xtended Targets (Chaff, Rain, Sea Clutter) i';xtended target returns are discussed later in

this report. The 13CS assigned to each type of
C'.oherent radar returns from a numbers of
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a rlgVI is basetd onl 1llo S itrV~ mean values. longest of them all, experienceVs twiceV theV

[,or example, aircraft typically vary any - ttOiifC loss of two and three. The miost

where from 0. 1 to a feW hundIred square Experimrenta R C S D ata
meters. 2 This statistical ra tan is taken as-
a point of (departure for all subsequent vari-
ation and is the operator entry into the sys - 0l~t' '

Scintillation Noise and O~ther Noibe /C1mpo--
nents

The signal returned to the radiar' s an- (
tenna for any given target, even if physically T

very short, is known to vary from reply to
reply. To achieve a realistic miodel, the
more sign ificatit cont ribut ions must he con--

'Ilite first important signAl strength vani- >K /%lKi
atio is the deviat ion from mean RCS duLe to f

iit~ttoriiesofthe1 ~a~~titsel. ili~ 1 s xperinmental c ross section of two eýngi ne

minor changes in aspect angle can va ry r' ply lohrat1 rnwvegte<aucin
si gnat strength uip to 20 dl i, yet for- alt of its o zn~hage
wildi variat ions, the ret urn signal strength is ofamuhnge
essen-tially fret, of step functions, Iroot MIT Hadi ].,ll) Series -Vol. 1

When considering return signal strength
variations on a puls e to Puts e haS es (1 'I3I of

2 millis econdls) for' an airc raft in a "'g" lint -
ited ni 'tneuve r the variations are quite minor.
)n the other hiand, in the scan to scan period-

(perhlap:; 5 to 10 seconds) tihe rettirn strength -- /
couldtur 40 d113. We thus experience a high A-

tiegree of correlation, p~Us e to pulse, andI full -

tiecorrulation of Signal strength scan to scan. 2

er~ttr(-isSwerling Case 1.4 T[he probhail-
ity-1-st fuinction for, tite cross sectiono 4MHP0Sga ~ný
is gvnby the exponential dlens5ityfnto
(co rtesponding to a HaylCi gi diist ribution of'
voltage. )s igniflicant si gnat is thus path one, of nearly

equal si gnifi cancet the combination of' two anti
I '(i- ) exp O~ ~ 2 ~ti ree, anti with a itucht lessu ci ffect from

0- v. a av . pahfour.

Tes econt i-most important signal St rengtitT 'iti s- near equivalence of path one anti
var iat ion a ris es from rn lltipat~h. 5 Fýig. 2 thie s uni of two andi thtre', were amply tdemon-
intdicates te. fotur po5ssille iitl tipaths cons it - trat ,ed bty the naval t.raclking! tests run atA
treti on both transmit. ainti rece(ive. ('lit'sa;peake H ay Annex tdturing t rac king cx-

p(-rjillnts for- low flying aircraft..
I ':th one2, the most. dircct' one, has the(

leCatt att.entiat itn. P ath two ant1 thtree expert - As signal s itl space adtd on a voltage
ene e attent-ustion front a s igoal reflect ion !tit bas is, antd as thet two significant si gnats can

art'liohi tf Iliesont legth.PatIl otir th It at. any phase with eqtttl prot~lb~tility, the
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addition can vary from the norm of unity (say Designated Jammer - COHO/NCOItO type,
1 volt) for the direct ray (path one) to a maxi- P1I1, pulse characteristics, target number,
mum of 2 Volts and a minimum of 0 Volts. frequency.
Expressed in dB we expect a variation from
0 to 16 (113 upward to infinity downward. The Designated Chaff Dispenser - Type, mean
contribution from path four, however, prevents cross section, extent, target number.
the zero (-infinity dB) and -10 dB is a realistic
approximation. To properly output the target data into

the receiver front end, time and phase coher-
The discussion above gave a basis for ex- ent with all radar system aspects requires a

tent of the distributions used based on physical number of events to take place. The target
behavior. In addition, the beam pattern in the model must perform the following functions
direction of reflection is simulated and used to during each radar PRI, properly synchronized
control the reflected signal amplitude. A more with the transmitted signal and the radar an-
detailed discussion of antenna pattern effects tenna pointing direction, considering both
is contained later in this paper. target azimuth and elevation:

In literature Swerling I and II are often - Automatically acquire radar transmitted
used as two distinct effects, some occuring at pulse characteristics
some time under some circumstances, and the
other under some other conditions. Data re- - Acquire radar transmitter frequency and
cordings taken in the past on the AN/FI'S-35, coding
AN/T1PS-36, and others have convinced us that
a real life situation involves both effects, i. e. Acquire trunsmitter peak power level
:,uperposition of both a Swerling I and a Swer-
ling II case. I)etermine time delay for target rangc

Special provisions were made to insure -Determine target bearing in relation to an-
that correlating data is correlated for replies tenna azimuth angle
from any one target, yet be decori-elated from
another target, though within the s-ime radar -)etermine target altitude in relation to an-
Iham. tenna elevation angle

Since the variations of correlating data - Correlate target position with any interposed
are time dependent, the degree of change is environmental model
base(d on elapsed time only and the radar 1'111
does not enter the generation of correlated - Calculate doppler offset frequency as a func-
noise. tion of slant range rate

'Target D)ynamics - Output pulse frequency phase coherent with

radar transrinl'er including any doppler offset
In order to create a dynamic scenario of

multiple target/threat events a number of en- Calculate "target power" as a function of
tered parameters must be acted on: target IRCS and radar transmitter peak power

Target Number - Aircraft identifier - Determine antenna gain as a function of tar-
get position and antenna pointing angle

Initial P'osition- Raige, altitude, elevation
Determine one way (jammer) or two way

Hadar Cross Section - Mean cross section in (skin return) path loss as a function of slant
meters range

Target Dynamics - Ile:•ding, velocity, turn - Determine atmospheric attenuation as a
rate (right or left,) elevation rate (ascent or function of frequency and range if applicable
descent)

- )etermine rain attenuation if applicable
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- Output target pulse in real time synchronism These targets are not, only the nmaneLivUrbie,
at the proper power level and frequency targets, but also the extended targets such as

chaff, rain, and sea clutter.

The above model parameters are appli- 10
cable to each target inputted into a scenario. The D)oppler effect causes the signal
As the number of targets and/or events in- reflected by a moving target to be offset in
crease, additional determinations enter the frequency by an amount flD 2V/A where
generated model. fl) - Doppler offset frr-quency (l1z) V relative

velocity (slant range rate) between raiar and
The multiple targets must be properly target (n/sec.) K Wavelength of carrier

range ordered and azimuth and elevation gated frequency (m).
in synchronism with the radar. Each PHI
targets must be updated in range, azimuth, In order to properly output each moving
and elevation to be properly outputted into the target pulse, phase coherent with the radar,
radar receiver at a rate and resolution in ex- the proper Doppleroffset frequency muILtst b e
cess of radars discriminating capability, modeled. This will require two simulator

calculations. (One, to determine th'2 instan-
Iath ' ,,I l.'aCtors taneous slant range rate as a function of' the

7 present target velocity and heading, and second,
'Ihe radar range equation readily calcu- calculating the Doppler offset frequency or

lates the signal strength a radar receiver would phase.
see given some of the basic parameters of the
cadari's operation (frequenLcy, power) and the An understanding of how a radar process es
locatioi. (range) of the target. Ihe incoming signals to differentiatl between

Po G2 - e -2 all 2 nonmoving clutter and moving target.: helped to
r' _ _arrive at the solution implemented.

3 4
(4 €I ) H I, ()n a short pulse basis common to most

iiradar systems ,it is an impossibility to dett'r-
shown;i'hoe rars ran equationr in 1 tiie S formmine the phase change, as a result of I)oppler

shown hbove' mlakes anu tber of ass umptions, offset.. However, an examination of successive
one of which being that there is Ibmt one path I11's shows that echoes from fixed targets re-
hetween t he radar and tih target. In a.1ddition, 11iý01n COnlStalt !Qrotglhotlt, hlUt. C.choVS frolII IIIOV-

as has bect, liscussed previously the RCS is a Ing targets vary in amplitude from sweep to
waria io, together with attenuation and radar sweep at a rate corresponding to the I)oppler
s y s te r n lo s s e s . TFlu Si l 01 u ila tio n m u s t ta k e in to fr e q u e n c y.

acCoiu hit. t varnat to p. isent a 1yeahi rtic ,
mlodel. F'igure 3 illustrates this phenomena.

' I e I('S variation U have jY C('Taken from Skolnik "Introduclion to Hadar

discussed togelther with the mulipat consid- Systei) pg .

erations between radar and target. Adlded toin
the model aire two other attenuation factors in MIi oni-Isltic TOs detietring this phasto

addition to the return signal attenuation as a change on successive pjli~s a determinationcan I)' me madet of tue presence of moving targels.
function of range. These ;a.re atmrrospheric
losses as a function of frequency and r'angewo iifeet models can he used in the

* if applicah'l, auld the attenualion of signal
s n w ior' ehiuhilnd ram" , simulation of I)oppler. I'teeision offset os-

tnhh iillators yield excellent duplication of I)oppler
SDoppler with good s9pectI-al purity. Since, however,orne oscillator innsLti, be dedicated to one speed,

{ All moving targets genjerate• a Doppler the range of speed thbat can I( simulated is

t offset frequency proportional to their slant limited. Ai alternate ;pproaeh is the us(., of

range rate. phase siii 'ter'e, with sonie digital networks
dedicated to each target, A viiew. Sinee thl('
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IvIoving Target Returns effect of gain, side lobe structure, and half
power bearnwidth. The approach considered
is to store the values of antenna gain relative
to peak in ROM with sufficient capacity de-
pendent upon the desired resolution and sys-
tern accuracy. The ROM addre!;s locations
are thcn determined by the angle away from
boresight. By this technique there is no

"d - -" restriction on antenna pattern symmetry.

The only restriction is based on storage
W capacity and the bits allocated for ROM ad-

dressing. For the usual target return loss
the antenna gain is used both in the transmit
link and the receive link. For most jammer
cases, it is only needed for the receive cal-
culation.

144

Extended Targets (Chaff, Rain, Sea Clutter)

Pig. 3 (a -e) Successive sweeps on an MTI Extended targets create an echo return
radar A-scope display (echo amplitude as a that is no longer a simple replica of the
function of time); (f) super-position of many transmitted signal; but a superposition of
sweeps; arrows indicate position of moving many returns from individual scattering cen-
targets. ters.

phase is constant during each transmission lExtended or long targets require some-
period, dhe spectral purity is not quite as what different techniques to simulate, l,'or
good as the individual oscillator, but this
approach can readily handle a multiple of one, these targets do present a shape of their

and a 4 own which has to be superimposed with the
speeds targets. ypically bit phaseradars own parameters.
shifter in an I, hand system yields a speed
resolution of about 110 knots for a simulated In range, the convolution ii that of the
target speed from 0 to 12, 1 .00 knots, i.e. radar pulse, a square wave, with that of the

extended target shape, such as rain or chaff.

I'lxtended targets in this simulation model Similarly, a convolution integral is used to

are considleredI stationary in range and azi- determirie the combined effects of target and
antenna pattern azimuthal variations.M111.11, haIve ia vertical fall velocity, but with-

out air mass motion. Turbrulence is imple- For chaff, the variations are two fold.
entel with a statistical noi c maod el and The vertical variations with finl e cain best he

wind slhear effects are not considered. 11'y a described us a normal distribution with the
co)r reelt chlaice of AM noise modulation band - dsciblas nrl(itiltonihtewith,( choie sougt fo AMnoipser spreadn band- upper 2-sigma anchored at the level of sowing
width, the sought for Dioppler spread (sym- and a mean fall rate dependent on the material
metrical aloiit zero) is duplicated by the AM employed. Typically tit centroid fall rate is
sillehandI; (f the AM modulating signals. The about. 250 ft/minute. Simultaneously the
rise and faitl times Of the gene'rated AM noiserisgnall trevimesly of the n generaed Aontroie lateral spread, perpendicular to the direction
signals previously discussed, 2an bec control- o o nrae taottesm ae

of sow increases at about the same rate:.
led to yield the spectral spread and thus the
range of the simulated l),ppler spreadl. Rain, though similar to chaff, in certain

Scan Modulation and Antenna Gain respects haa some significant differences.
StFor one. once rain has initiated, with its

To continue on the approach of creating higher fall velocity, it can he taken as (a)

as rea c reaching the ground in near zero time, andasralistic a model possible, actual antenna (b) having a vertical profile uniform from tihe

pattern data experimentally obtained can be he
utilized to amplitude modulated the simulated ground up to the level of the forming cloud,

targets. The mo, lel created considers the

54

i;



-" 

... ..

Also, while chaff has some kind of unifor- with dlifferent frequenceies at the sanin tinmu.
init 'v along thu line of sow, rain is a miore For smiall targets a replication of thu FM
cent ral phenomienon. It contains a near cii - pulsU sufiMces. For exteridui targets an adi-
cualn center with a (dens ity taper towardl the d itional high rate FM iii oda lat ion is r'uqu it u'd
edges. A gain, uinlike chaff, whi Lu the reflec - to simulate the rueceipt Of in ul1tiple fruqa ur~iC S
tivity duecreaseus out ward fromt thle center, it at the same time whiileý maintaining the pals u
does not taper to ze-ro t)Lut experiences a step to pulse frequoency reLference. lor' the S ila -
tUnet ion neatr its edges providing a definite lation of extended targets, the mnod Llating
pr'ofile, wave shape is modificd to simulate thec fre -

quency cent roid as a function of time (I~lring

Furether, in the consideration of D oppler, the r'eturn signals duration (pals (width. plus
the majority of the rain motion is vertical, target d epthi. ) The new cent roidl waveshape is
and any la~era I motion dute to wind is Uniform further modulated witih a higih frequency sig-
toi all rain dIrops . 'I'lte last stat ement holds for, nl (higher than the rueceiver hand width,)
flthe rain helow the CIOLVIl, which is the major- whose peak to peak excursions corr~espond to
it v of the co~in field in radar view, though not the earliest and latest freque~ncy inl view at
wit hini the storm center of the caine loud, any given instant.
While it is truel that rain within the center of

Hthe cOloud, the region of t Urhulene u, uxei-The sea return Signal uIsus si mil' LPc cu-
enceus lin ge, radial tmot ion (tip) to tnihsec1 2 niqu t, *ý If' differs fromn either the chaff or'

vC'stas Irni/sue torehiaff l%) theI 1oodel siTna .- the, r'ain (longitudinal or' cyli ndriicalI syniniettr'v
Int us the frtec fall r'ain region. Sine e the in its (tens ity pattern.
rain wit hin the c enl~te 1' otf theeloud C5V SUttends
hUt a small ye r'tical angle, it can he neglected While rain 01' chaff ar'e isolated( pienlo -
f'or Sea'lt 'Ctht SitotIiaiori. mncla, sea cIlutterI differs in that (a) it sutr-

rouinds5 t lie radlar ( 36t0o), andl (h', it, appearis
In the( discutssion iof tltiv smnall targets, only at close in ranges, less than 15 N10 from

tlit niti It, i paLt ht pr'ollent was consiil(rel (0i. e. the slhip' s radar' ho rizon for low anitenna
the( sutpe rpos ition of two different~ signals grazing angles.

(Paith Iand Path 11 and Path 110)). In the case It;
of large e'xt endedl targets a similar effect lIn accordanc e with Skolni k it seemis to
take~s place. liowev er, with mnany many more have bteen well estahlislied tHat theories ies -
reflectors delmive ing their' one reply at slight - c rihing r'adar' scattering from the. ocean muast.
ly d iftfe'rent timies and phaseus. Foc snmall take account O1' the small - wave stUI~trCt
targct s, thle eftec t was a va riatioii of' the all - (rippleýs, capi har uL , far tt as jýYcll as the
plittade of flte total simulated signal and ai large Wave strutct ice. " kaltzfin t ac4t
t~iier r.tesoluttion is niot nec essary, since thec thi'or'y, suipforht'd hV10(1 'iruto enents taken tby
receiver' bandwidtht is matched to the t rains- Scli~xkwu, appears tot pies ett thei( hest toiot1 (1.
ttitteth signal dIii tatior. hoc exteindetd targets, lIe( advcnced the suggestion that, inst eat of
however, the cur eive r ran resolve stielt vani dIroplets , the scattering elements are so tall

atont hoghhtr~liitoltoti ~igia lrLpatches, or faicets, that oveýrlie tHw main

w idthi. Thuts thle randonm variations, as d is - large-scale Wave patctern.
cuissedI previoutsly tinder totltipatli, of i G to -20)
(MB are again .4uiperitoposedl on the return signal. [lie nailti reflecting pattertis are known to
A las patt- in is generated with the data var'tt ied h cor't'elattd to theI Wind( dirlet~ionl (n-ot waIve
in a lbroathhanl nmanner' w it ti frequenurc ies roipa - di ruection) and appear as slowly nmovinrg reflecr-
tilde with the rece~iver bandwidth. This high tinig stlrips Perpendlicuilar to thec wind di rection.
freqti iney noise (500 lItz f'or a 2 niicroseucond( Additionally, muinor small tatrgets appear to
rada r) is thlen stiper'imopos ml in tile amlplittitl fill in thie spar us between thle tnaillsa! rr
patterns repres enlt ing the( convolution Of the tar- thotIghie ICHlss scattering crios svct ien.
get physical reflectivity profile andi the scan-

ring antenna pattern. There is oto' mlore Wind catised etffet, inll

For' simple pulse radars, the chaff! rain that the 01 ean re'flectionis ar cimiaxinimtto into
sgnial modlel is complete at this point. ho r the wind, somewhat less a] ee, with, anl evenj

cliirp s;yste ms one factor has to he consid ered, fu rthier' reduaction cross wind yi eldi ng an houlr'-
in that scatterer's at diffierent rangfes r'eply glass figure for' the clutter' situilatiori.
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'Ilic collip~tixit. ,v in formting a sea state nircraft, tritbr, (half, aiid! jammner is pre -

Patt ern is inl illt gene rat ionl of tIn' cross winil sernt id on the diisplay' . As the dtat a changes,
tines and mitinor scattecrers as a function of wind the display changes. There is a constant
di reet ion; wh ichI in general, correclate, on a uipdat ing of the aircraft posit ion to showV its,,
scan to scan haisis but driift, inl general posti- nwrneadbaiga n iedirn
lionl aIs al fiut iol Of' olino~tes . TheC Si nitilat ion the miss ion. Automnat ic self test and a pee -

la1 . to ot her e\t enlded targets. time Iby Operator or dat a li nk intervenltionl.

I alt;nicts H C oiteept.

ligUre 4
To complete t lie elect roniagno tic environ- 101ý'O(IPI

11ent1 modt]Il, e'onside raitl inmost h,' givenl to
iXlwteý thelltreals. A\s a resutlt, Provision has

been'l nuatle to inllUde simu~l~taneous eohieventil
atit. nioneolierent radiation from Col located 1

J,11m1C'iS. TIlte repticat ion of these, Jammier ) ANIA

ptatfotrmis is accomlplished with i ntepentldentI AINA

K H I' cont rol ainI va rious operation miod es. P*( IoSuNO KI, I IORKN

:\ niong thtes e are L-!-'Vle t range dec ept ions Aii-- R

(inclutd ing Cok er Puls e) and i nve rs L(' gainl, nonl- AN I INNA

co ets wept ( W, spot and I Icir rage niois e, SlAIN IN SNi

pluS synlchrOnIOtis, and noziut r~ltonloisptil eUSCS

lHitlt'r Ititerfaltit l,)I]'l t KINl''O

Ill Otidttr to acluievi' tie de'gree Of 'oluer-IIadreImpnttto!Hdrlternet/

t'ill \ ice-ssarv, certatin intorimittion is re- Haoot r ro ipcilett o 1ii In cone

qijititd fromt the radaro I. Thei SlAT A) andi ('li1)

"t'cilo wit the lie cce-s 5ary de. gree of phasts co - fAtue Silt.10' ise ~ PO'Mn IS il in the prvosetion

hercicv.A main hang tri~igge r to synchironize e (Ltir' iCIS~ l I r~o
lie rlic *was (IL's igned. fýAltricatcei, tested, and delivered.

Illh sYst em aid antvinn.t scan and pat iforml in- It was dlesignlatell as a Mull liple Thireat (;(nI-
foettitiioli are al1so nlecessary. Fig. 41 intli- irator (M'l'G-lt)0) aini was integratec il a the

eat esI lie uajo rI ntc et's.Signal P roc es sing I at 1ratorY Hlada r at Rome

Air I )evI'op1leiit t enter (HA I )() Its per-
fortitance cliaract eri~stics; are intlleuLld aIt thet

ITo siiilplt\' uct'~ of' thec systecili, a i tlico end1 of thliis seeliion.

lpt'it'issoi' cotnti'illetl vitlto tlispla ,S termlinal Figitre 4 shiowt the s SitaUlat.0r antI its, r.: -
%Vlss lii' ot f itetl l(, means cofl the kre- dat' int erconnect ions and ligure 5 is aI sini-

l);ta m mcdce Yniaso l( 'v plified block iliagraiti of thec simiuilator' with its
hotardl, HS-232 serial or l-IýJ STDI 81 475 1)aial- interconnections,-. A more tletailed block thia-
It'd dat a li nk i nput.s . ITie ope'rato)r providesgrt leitngasgeibnelifIieNi'-

thte simulator with information re~lating to the 1 t)()is showntrjj in s~ingii ri t; t)ne of tihi chnnel

;ii ccraft anditllb, e tda r. 'Ibis i nformnation inl- 10i hw n['gr .(H U hne
clues ll( ýircriflid(nhrcatonSigiltrC. is available for each H. 1'. hav. thesiulto

antd miotion dyrumut ies . Also enteretd are the st et~eae n

tadar pa ranieters inC hiding freqiiency, L1m - 1tar I chatnnel cons ists of' two chiains,* a
plitultIC, and tintc dimension. cohecrent. atid a iionColit'rent tciain. 'Ilie inpit

'[li pilýaranuet 'l I'filliing t1e nalture of frequency of' thti' ioliet-cnit chain is dtt trniin d

theV chaffr and1( the type of Jatmmning is ent rete by a signal dhrived fronm the tadat' local os -

rot' eaRch alitetalt. ithit C'attrit'S these c'Ouritet'- c Haor

Tll~H~lr C~l~lhiit~i-3.Inl the sx'stuil Clios-In aS ilUSt rat ion, thet

'iT'e tdata that has teeni entered for, the ratlar ti rns iiitt 'i trt'lluit'nc. is It0 Ni lIz above
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the local oscillator input. The 80 MWlz oL- Radar Simul tor R. 1.
cillators are crystal controlled VCO's0 one Block Diagram Figure G;
dedicated for each target, allowing Doppler RADIAR1, O l IVHI 2SIM,.1

shift simulation to be achieved by offsetting INPUT SET PIN MOM)1

the XVC O's. MIXER jL.INEjAR MITit 0II A

The mixed product is amplified to compen- IE VEL ,
sate for ryixer conversion loss and component onM"0, n(,eNOS IN RaM(;F/PaTTeR

insertion losses. JI1 TER PIJLE F MOM
El RHERENT (dAIN 

UTPLJT

A series of control elements (i. e. linear 1SEI, ((0MIN'W T( (OMBINFP
attenuator, R. F. switch, digital attenuator) 2SIAGI

are used to control the amplitude of the B. F. SI, Il (Al
SOMHN MT ITAIsignal. The 30 dB3 linear attenuator super- ISOLAT Rý fA I( N

imposes the noise modulation gnerated Ly ),'A] VC0

digital noise circuits. - V(OJ L L.
IXIPPEI FRPEIJ LINEAR > RANI I IAI-TrRN

The R. F. switches are ,ied to pulse miod- (<)NIROt WORI AMTEN PULSE MOMI)

ulate the signal (with puls( vidths as narrow Both the coherent and noncoherent sig-
as 100 nanoseconds to full W) with an on-off nals are combined at the output and are avail-
ratio of 120 (M. able at a single output port.

The actual control of the H. I. circuitry The B. F. coherent signal is combined
is the responsibility of the digital interface with a signal generated by a voltage controlled
circuitry under the control of a micropi'o- phase lock loop oscillator whose output fre-
cessor. The microprocessor performs the quency is digitally selected. This second os-
calculations for the proper attenuator word, cillator is the 1. F. source for the noncoherent
computes the range delay, and sets the pulse- chain which provides simultaneous jaIamer
width. In addition, there is circuitry for signal capability.
azimuth gating based on radar antenna pos-
ition and beam width. The digital circuitry, Fig. 7 consists of

three main elements: a video terminal, the
The digital attenuator (. ldh steps to 120 central processing unit, and the interface

(113) is driven by the CPU and digital inter- hardware circuitry. The video terminal is
face circuitry to provide the range, antenna essentially the front panel of the radar siniu-
pattern loss and other dynamic and static lator. This terminal may be used to enter
losses, all data. control commands and make scenario

Figure 5 decisions. The operator obtains current

statu.3 and other housekeeping information
from 'he display.

Software Implementation

t oth dynamic real time anth static pro-

c-- ] oessing is achieved with the assistance ofR. ' VaTET-""*'" Itwo 8013O microprocessors with both itndepvn-

.. C -_dent 14AMand common memory. The micro-

I ~processors perform the radar power andIcross section calculations, as well as range
ordering and bearing positioning. The comn-,L !_c' _ j ..... 'puters also provide the routing of data in and

T. . .(1- -.. out of the video terminal for both display and"•"PU _•:, ' operator interactivity.

E -- 7- Updating of the scenario and fornmattinig
of video data is performed by the (T)I's.
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lie mainline program is stored in less than
•1-K of PRBOM. The CPUJ's perform a range Noise Modeling

ordering task and provide a "shadow" signal The noise seen by a radar when rec ,• -

whenever two targets are within 10 us of ing a skin return is comprised of several
each other. The range ordering which at pre- elements which are both time dependent and
sent is a modified "bubble sort," arranges target dependent. One element of noise is a
the aircraft in the order of radar r-sponse result of angular displacement (GLINT.)
at their computed ranges. This order, which

is strictly range, dependent, is then gated with There is another element that is spatial

the antenna azimuhbal information. Each time contribution which it- related to antenna pos-

the azimuth gate (representing the antenna ition, target cross section and target orien-

ueam painting of a particular angular sector) tation. A further distinction has to be made

repeats a particular sector, the order of between noise from aircraft returns and that

the range of targets could possibly be differ- from chaff returns.

ent. A comparison is made between each For a single aircraft the amplitude mod-
target, its radial range component is cun- ulation, whose probability density function
sidered, and all of the targets are repositioned. is a chi-square distribution, decorrelates

both with time and frequency. It also provides
The data transmitted to the interface scan to scan independence. This component of

hartwaro consists of static data, computed noise as instrumented represents the GLINT
once each time data is entered from the portion of the noise modulation.
terminal, and d~ynariic data, Computed dILIi- The second element of the noise modula-
ing the scenario update about once each 5 tion is the contribution due to target fading.
millisecond interval. Range and range re- This fade pattern is a slow change in target

lated phenomena is computed on a 50 foot
resolution interval anid Doppler frequency return amplitude due to aspect angle chan't-s.
trom 0 to n2,100 knots in 1 knot increments. This spatial component v s instrumented

using a cosine 4 function vith a variation in
Digital System Block D~iagram the period as a function of the target. The

ligutre 7 "Fade" component, therefore, was empiri-
cally derived and assures different noise

".- •behavior for different targets.
• • •-The amplitude range of the total aircraft

noise is limited to 30 dBl with the mean at 6

(" The chaff ( noise modulation has a 10 dB

In tlhe case of chaff, a time invariant an-

tenna position componer must be generated.
-- This models the expected variation in noise as

the antenna sweeps different portions of the
chaff. The noise will be highly correlated for

angular changes which are small compared to
the half power beamwidth of the antenna and
completelv decorrelated when the antenna moves
greater than the half power heamwidth.

Noise Jammer

While the coherent noise distribution is
when nrew data is availableufro the Cimuan determined by the data stored in the various

when new data is available frosm the CPU'se ROM's dedicated for this task, it is also nec-
two data risters (Readout Files) are usedto genere noise to e Used as modula-
in the intertace hardware. Data is read in tion for on-board jammers. (The airplane is
and changed in one, while read out on the the janmer platform.) This i• done in an ana-
other file. lBy this "ping-pong" approach, a log circuit using a noise diode and amplifier as
smooth update is maintained and synchron-
ization between the radar main band and the source voltage for a linear attenuator. This

C.PU clock is not needed, modulator affects the nonroherent signal (rep-
resenting jammers) only. For broad bhnd (bar-
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rage) noise, it was necessary to use a somewhat The CPU was used to calculate the Dop-
different approach than amplitude modulation, pler shift needed based on operator inputs of
The linear modulator's modulation bandwidth is velocity and radar frequency used. The calcula-
only about 300 CHz. Barrage noise should pro- ted Doppler shift word was applied to a digital
duce a spectral bandwidth in excess of 20 MHz. analog converter whose reference voltage pro-
To accomplish this, the same noise diode source vided the scaling factor to convert the frequency
is used, amplified, and superimposed on the word to a correct shift of the XVCO frequency.
error voltage of the VCO. The phase lock cir-
cuit cannot respond fast enough to correct this The simulan of chaff Dopl resents
noise voltage and the result is a noise modula- a different challenge. The chaff cloud requres
ted FM signal. This signal occupies a band- a random shift correlated with time and opera-

width of better than 20 MHz and spectrally ting frequency. The signal produced for ampli-

simulates a barrage jammer. tude modulation of the chaff noise has a compo-
nent which is related to both time and frequency.

Antenna Pattern Generation By using this component before it is combined
with the spatial noise component, the chaffThe MTG-100 system is capable of mod-

eling the effect of gain, side lobe structure, Doppler was derived both as a function of op-
and half power beamwidth of an actual or ideal crating frequency and time. This simulates theand alfpowr bemwith f a actal r ieal effect of wind shear, dipole tumbling, turbu-
antenna pattern. The values of antenna gain
relative to the peak are stored in 1024 locations lence, and falling of the chaff cloud.
where the address location is determined by the Equipment Installation
angle away from boresight. There is no re-

The equipment was successfully installedstriction on the antenna pattern symmetry. at RADC with the radar interface accomplished

For the usual radar target return loss, via a 20 dB directional coupler to minimize any
the antenna gain is used both in the transmit degradation of radar receiver sensitivity. Test
link and the receive link. For the jammer case, data was obtained and the MTG-100 met the per-
it is only needed for the receive calculation. formance characteristics specified in the con-
Therefore, only the "one way" gain of the an- tractual statement of work and listed in Table 2.
tenna is stored in the ROM's and the interface
circuitry doubles the gain in the "two way" case. Problems Encountered

Doppler One of the major problems encountered
during the design phase of the MTG-100 was in

Regardless of the Doppler processing the generation of the Doppler offset frequencies.
techniques of the radar under test, the Doppler The initial concept utilized a phase locked VCO
shift associated with a particular target must switched in frequency to generate each DIoppler
maintain its offset frequency and phase contin- offset frequency to be mixed with the incoming
uity. Because the radar only sees the target for radar L.O. frequency. This concept basically
a small portion of the Doppler cycle, it must ignored the degree of phase coherency and mem-
take several samples and reconstruct the Dop- ory required to be dedicated to each moving
pler shift. target, PRI to PRI, within the antenna beam,

At present, the Serrodyne method or the and the requirement that carrier leak through

single sideband method at best would produce be 60 dB below the Doppler offset frequency.

spurious frequencies and carrier leak-through Performance Specifications Table 2
that would be between 20 and 35 dB below the
carrier. To assure that spurious outputs spe- F, 120. 0 .

cified are 50 to 55 dB below the desired output, "M
a separate oscillator was used for each target. 0N.

Each of the oscillators are continuously opera- Ot•t,.'.Po c(h..,4d.,t

ting and are assigned to individual targets. The D.K.• V. ,d* 0, 
1 4

9.,1.t

outputs are selected under CPU control when 01. .2 nOt.

that targc+ is to appear. The selector switch T." ..... 9 A ..O ..C . 117 Att.I pt..

presents a load to the oscillator at all times, WP.,,. Mdm. L.10eW t.I-,

thereby eliminating possible pulling during Cuff,,w" A E,,wu S ........ A., ..P..

switching. s.,...,. ,.
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ting the actual conditions (flight/jammer trials)
or by having available a realistic simulation. IIII"KRENCI':S

Both of the above training aspects can be Reference 1, 3,4, 7, 15
cost effer'tively realized by the use of a properly Skolnik, M.I. "Introduction to Radar Systems,
specified electromagnetic environment simula- Mnicraw-lill M1ook Company, 19tH2.d, pg. 67.

tion. By properly specified, we mean an en-
vironment simulation virtually undifferentiable 4 5 68, 532-534 respectively.

from the real world. Add to this a capability to Reference 2, 5, 8, 9, 11, 13, 14

Sgenerate a dynamic multiple-target/threat en-
vironment with chaff dispensing aircraft, sea Nathanson, IF. 1. ' "Radar I)esign Principles,"

clutter, and rain events, and the ability to sum McGraw-Hill Hook Company, 1969. , pg. 159,

these signals with real world inputs, all sorts. 33. 193, 147, 5, 211, 255 respectively.

of training scenarios become possible. Reference 12

CONCILIUSIONS

To achieve a high degree of operator comn- Van lBrunt, 1.1I. : "Applied I 1-M' :W

petance in interpreting a radar display in a E';ngineering,, Inc. 1978, pg. 385

threat environment. requires a high degree of
signal realism. Tihe target/signal models used Reference t;

in the -imulator discussed were tased actually
upon data obtainezt, under a variety of conditions, V1'S-35, Sperry Gyroscope Company, Diev.

using various radar systems. Today's electronic of Sperry ]and, data taken at Thomosville,

technology allows the generation of a simulated Alabama, approx. 19(2. (Classified)
radar elecl romagnetic environment virtually
undifferentiable from real world returns. TPS-34, Sperry Gyroseopc, data tal;en at

MacAuthur Airport, Islip, NY 19G)9.
(Classified)

"1bSkolnik, Merrill I "Radar Handbook,

Mc(iraw-1ll. IlBook Company, 1970, pg.

26-20 to 2Gi-23.
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AN ADVANCED REAL-TIME TRACKING SYSTEM
FOR EW TRAINING

J. C. Sehoep

General Dynamics Electronics Division

P.O. Box 85106

San Diego, California 92123

INTRODUCTION tracking data for four Maverick-equipped F-4 air-

craft against threat armor, which was also tracked.
The Advanced RMS is an improved version of F-4 Maverick events (slew, lock, and launch) and

the RMS/SCORE (Range Measurement System/Simu- ground fire events were collected by the system. It

lated Combat Operations Range Equipment). It com- has been used to provide position location and data

bines the best features of the RMS family of tracking communications in numerous joint tests since then.
systems and the EATS/CTS technology. The RMS It has been continually extended and upgraded and
family of precision range tracking systems, produced has acquired the acronym RMS/SCORE.
by General Dynamics Electronics Division in San
Diego, consists of discrete address, interrogate- Many of the tests supported by the
respond, mult ilateration position location, and digital RMS/SCORE system included various as;pects of
data communications systems. The RMS systems electromagnetic combat. These include:
provide the capability for tracking numerous partici-
pants in real time, and for sending and receiving data Electronics Warfare Joint Test, Phase I, 1973.
to and from these participants. Conducted at China Lake, California, the system was

used to track up to six aircraft conducting simulated
The results are displayed for both real-time strikes against a typical SAM-defended site. The

monitoring and control, and post-exercise critique tracking data was used to access the effectiveness of
and evaluation. The Extended Area Tracking System the EW equiprment in the strike aircraft.
(EATS) recently installed at Pt. Mugu NAS and the
Pacific Missile Range, and its successor the Coopera- Electronics Warfare Joint Test, Phase fl, 1974.
tive Tracking System (CTS) for the Mobile Sea Range On the Nellis North Range, the system provided
are also produced by GDE. These Navy systems aircraft tracking data for up to 16 aircraft con-
employ spread spectrum and pulse position modula- ducting simultaneous simulated strikes over a. 60-nmi
tion along with other features repres2ntative of by 80-nmi area. In addition, simulated AAA sites
modern technology. The Advanced RMS incorporates were instrumented on the ground. Data collected in
spread spectrum and pulse position modulation this test were used to evaluate the effectiveness of
features, and includes other improvements to signif- airborne EW hardware and tactics against current
icantly enhance the anti-jam capability of the system threat aii defenses.
and improve its data handling capacity.

This paper reviews certain of the applications Imaging/Infrared Maverick Test, 1977. Ele-
and architecture of the RMS and RMS/SCORE ments of the RMS/SCORE were used to collect data
systems, then describes the features of the Advanced from F-4 aircraft using the new Imaging/Infrared
RMS and its application to realistic EW test and Maverick against ground threats.
training.

Tacticnl Aircraft Survivability Evaluation,

BACKGROUND TASVAL 1968-79. This series of test was conducted
at Fort Hunter-Liggett where the assets of the

The initial development in the evolution of the RMS/SCORE and the CDEC RMS-2 were combined.
Advanced RMS was the delivery in 1969 of the This test was designed to determine the survivability
RMS-2 system to Fort liunter-Liggett, California. of various tactical aircraft, especially A-10's and
This system has been used by the U.S. Army Combat All-l's, in simulated close air support strikes against
Developments Experimentation Command for tactics threat armor. All participants were equipped with

developmei., and weapon system testing since then. laser gun simulations that generated pairing and
Numerous enhancements have been made to the hit/miss data which was collected by the RMS data
system over the past decade, including the capability link. Both air-to-ground and ground-lo-air weapons
to interface with a laser weapon simulator system to simulations were performed to evaluate the test

allow Real-Time Casualty Assessment (RTCA). objectives. Tactical aircraft were equipped with
RMS/SCORE pods to provide full position, velocity,

In 1971, DDR&E ordered the production of an acceleration and attitude data for the simulations.
RMS-2 system to support the Combat Hunter An example of the variety of participants tracked in

Phase III OT&E testing. That system provided the TASVAL is shown in Figure 1.
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RANGE SETS
OTY PLAYER FILTER STATE POLLING RATE PER SECONO

1 Ain borne Interrogatos (9 State) 5/sec. 5
4 AIS Pods (10 State) 5/sec. 20
8 ARPIS Poris N/A 5/sec. 40
9 Helicopters (6 State) 2/sec. 18

86 Groond Participants (3 State) .25/sec. 21
3 ZSU (3 State) 1/sec. 3
4 I.Hawks (Fixer)) N/A I/sec. 1

108

Figure 1. RMS Tracked and Collected Data From 115 Participants for TASVAL

Electronics Warfare During Close Air Support, TRACKING AN)) COMPUTATIONAL

EW/CAS 1980-81. The RMS/SCORE system was COMMUNICATION SUBSYSTEM
recently deployed to the Nellis North Range where it SUBSYSTEM (CS)

provided tracking and pairing data in support of the (TCS)

1'WCSjoint tests. In this application, 27 ground.__
threat sites and up to 28 airborne participants were
equipped with RMS transponders for tracking and ....

data collection. The role of the RMS and application AIRBORNE OISPLAY

qf the Advanced RMS in this type of exercise is INSTRUMENTATION

described later in this paper. SBSYSTEM STE
(AIS) ( S

In addition to the RMS-2 at Ilunter-lAggett and

the mobile RMS/SCORE, GDE has delivered four Figure 2. The Advanced EMS Consists
additional systems to the Army and Air Force whichi of Four Integrated Subsystems

are fully compatible in both operational application

and hardware. Two more systems are presently under digital data from transponder-equipped participants.
contract for delivery later this year and next year, This data is sent by hardwire or microwave to the
Although all of the EMS family of systems are Computational Subsystem (CS) for processing.
completely interoperable, they are known by variousacronyms. Table I shows the RMS systems presently Participant parameters, weapon simulation results,

operacronyms. orber 1sowathe Mand scoring data computed in the CS are then sent to

operating or under contract. the Display Subsystem (DS) for real-time display and

Table 1. IMS/SCORE Family of Systems control. All the data is recorded for post--exercise
debriefing and evaluation. 'Tihe fourth subsystem, the

DATE Airborne Instrumentation Subsystem (AIS) is a fully
NAME LOCATION DEPLOYED OWNtIH instrumented pod which provides aircraft attitude,

air data, weapons data and other parameters as
RMS 2. t t, mt I ,lmler h tp , C;A 1969 U.S. Army/"DOECre u ed

RMS/SCOIH Vaituis DOURS Join 1972 fIltB&l

lest Sites T[racking anid Coin muttications Subsystem (TYCS)
Pt siut:s YUITUa Prvingl [ho)und, AZ 19175 U.S. Anury.TECOM

P'The Tracking and Communications Subsystem
HAMC IS Utah lest Range, UT 1976 USAF/AFFTC (TCS) is the key to the flexible and expandable

RMS2 Nellis NWnth Ranle, NV 1978 USAF/TFWNC capability offered by the Advanced RMS. Its

MTTS Ft. Bliss, TX 1979 U.S. Armnl/AUB functions are to collect ranges and digital data from
the participants and to transmit digital data to the

participants through thl transponder. There are

SYSTE.M DESCRIPTION three basic elements of the TCS:
1. A computer-controlled Central Station,

The Advanced RMS system consists of four which can be manned or remote. N
major subsystems, illustrated in Figure 2. These
subsystems are functionally identical to their 2. Remote Interrogator/Relay Stations,

counterparts in the RMS/S('ORE and other IvMS called IRR stations.

tracking systems. The Tra.:King and Communication
Subsystem (TCS) collects range measurements and 3. A microprocessor-controlled transponder.
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'[hle heart of tile TCS, and indeed of thle ai tholigh tire. relay no11de is riot aplcheto the
Advanced IIMS, is thle transponder, which operates Cerrtrrul Stntioll.
tinder microprocessor control to function as a
reporter, a responder, or. a relay. Ili thle reporter Cormputationnl Subsystem
mode, thle unit interrogates responder units; in order
to nieasure inter-unit range aind trailsmili Ls, that data to The (ComputationalI Subsystem (C'S) receives
the Central Station. In the responider mode, thle units tinmc-tfiggcl r'alge arind digrital data from thle '[CS.
respond to a reporter interrogation with a range pulse 'Fhe primlary' function of thle C'S is to compute
and other' dato as requested. In thle relay mode, thle posit ion, velocity arid acceleration data based Onl
units trans fer ou~t-bouref or i n-hound miessages nir- m' nge iii nsure nerds mrade by thle 't 'S. If thle
dictated by line-of-sight or' distance considerations, participant is equipped with ain A irborrie lnstr'u-

ricotot ion Subsystem (AIS), air'craft attituide is also
Since thle transponder performs all tile required] computed. fin addition, the CS receives all digital

functions of inter'rogation, response, and relay, (Iota mf)essalges, pr'ocesses." them ats required, perforrms
di ffereriL electronics, packages at tile I H01 sites are weuaponr si mulat ions frind computes hiit/rrrs fill(] Pk,
not req Uir'ed. Tile electronics units at all sites dlita, igerrer'otes uiplink messages, arid provides data to
including thle Central Station are functionally aind thIe I lisploy Srrhsystcm for' 'all-time displary anui
electrically identical. recoirding 'for' pos't -ecrcisc uicirriefinrg arid naralysis.

The iritern'ogator/relay stat ions aire Uriatterrded hril iraii filter's fiir'ri tire hrear't of tile ert i-'atirig
-ites goner'ollv powered by solar paniel/battery arid ire'diet(inl coiriprit t ion in i lie CS. (M hr,-t;'
systems. If o ther' power is available, i.e., cormmnercial iminplemirerntedl variorus filter's r'anrgirng froiir a sim plc
or' generator' power, that sour'ce call ie used. Thle 3srt oiintokrgfle't 5saefle
i nter'roga tor/r'elay stations consist of a tower', var'ious winch truosito te r'r'i'sin fither siteo (i stire filtr''ft

antemnris, tile solar' cell power' supply, aind thle wich' tiIrack tire gyroluir ilfli i tire rices eof etier aircsain

e lectrn'oiics runit. F igur'e 3 is ani illuistra tion of 0 tire * ISý tirre' tgyro d esr'f assnd lily 'eclre ('S cii bill riIs

Current H MS A -Stit ion. 'T'he I1111 stat ion wourld lie tier'for ii Varriorrs aiir'-to-aoir, ini-'-to-gr'(rruld arrd gr'ound-
idertitcal, w ithr tire only change being the e lectroriics t-ri'wr oi ii ihtin.'iees n o isa'
iioused ill theV sli tease-si/ed Cenrclosur'e. rrtvitu r Irrisgrrsi'evuiforrle

parrticiparnt through thle 'ICS digitndalrrtar Orrpaiiilit ' .
£ 'I'ir~~Te simuaiihrt ion call taike into account tfr'e t riot ion

dhur'irng we'aponr t iniie-of--fligirt and scor'e tire resuilts
far dii 2plrY purpi'oses or' r'ecor'niirr.

IDisplary Subtsystemi

'Tie I isplriv Suirsystelin ser'ves as tire 'err -tinrle
MN issiorr ol ('Our I' ainrndu ('Control ( 'erie fr'ii'ts or'
trin inirg exer'eises. Like tire U'S. tire DS c'rrrr be
hrousedi iii a buildingf or a :1 bry 5 ricter' viri as shown in
F2iguri'e 4. Processedi (drto fr'ont thie CS is receriveil ry
tire D'-S in iiicoliiputei' arrd displaryed in var'ious
for'rrats ats r'equii'red by tire (displaly ope'ration.r; oii-
excr'cise coritr'oller's.

Figure 3. Typical Site Installatiorr

'T'he Cctiiir'rl Statiton consists of ir min iicoriputer',
tire HI' electronics andI logi ci rcuits, arid a time-
code receiver arid] genera tor It can be housed in an
unirmraniedl shelter andl controlled remnotely from thle
Comrputational Subsystem (CS) or in at anned
facility. Thre minicomputer functions to schedule arid
coritr'ol tire collection of range arid digital datal, timie-
tag anul formrat data sent to tire CS, arid schedule
data uplinked to tile field urnits. Ini tire mrannred
configuration, limited real-time data processingr till(
recording can he accomrplishred, providing ii stanid-
alorre capability for tire ITCS.

'T'ie HF electronics of tlrc Central Stationr are I .'yinlVnMutdIlslr
functionally arid electrically identical to tile iuv4TycaVn-o teDspy

transponder, aind call perform it, tinny of thre rirodes, Subisystemr
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The DS contains direct-view CRT and large the propane-generator power supplies with solar cell
screen displays for audience viewing. Displays are power supplies, upgrading and expansion of tne TCS
presented in both 3-dimensional graphic views and computer, the addition of multi-function antenna
2-dimensional graphic or alpha-numeric displays. The systems for improved coverage. All of these changes
3-D graphic allows rotation and translation in all were made while conserving the basic modulation and
axes and variable scale for zoom capability, signal design, thus preserving the interoperability and

interchangeability of all the RMS systems (with the
The display consoles also contain remote exception of the 435 MHz system of Fort Bliss,

intercom, VHF, and UHF controls to allow corn- Texas).
munications between system operators/evaluators
and participants. Both real-time digital data and Several years ago, GDE undertook to develop a
voice communications are recorded to permit signal design which would allow a range tracking and
complete playback for past-exercise debriefing and data system to operate in the projected electronic
analysis. warfare environment of the 1980's training scenario.

This work resulted in the design of the system
Airborne Instrumentation Subsystem (AIS) described in this paper. The new signal design

The Airborne Instrumentation Subsystem is used comprises a nonlinear chirp-type spread spectrum

when full-state vector tracking of an aircraft is with pulsi-position modulation (PPM) encoding of
data, resulting in high data rate and improvedrequired. The AIS pod is compatible with AIM-9 oa ting rnge r ati te asi RmSrysem

Sidewinder aircraft mounting, umbilicals, and operating range relative to the basic RMS systems.
handling equipment. The pod contains: Key factors and parameters considered in the

I1. A strapdown inertial sensor assembly seloction of this signal design included:
(ISA).

2. A digital interface unit/digital processor 1. Selection of carrier frequency.
unit (DIU/DPU). 2. Spectral bandwidth.

3. A pitot tube and air data unit.

3. Use of asynchronous or synchronous4. Antenna and power supply,.ewr oeain
network operation.

5. Provisions for a radar altimeter and
associated antennas. 4. Message encoding/decoding techniques.

The transponder is also contained within the 5. Tuned RF or superheterodyne
AIS pod, but is functionally an element of the implementation.
Tracking and Communications Subsystem.

6. Processing gain and A/J characteristics.
In addition to the position, velocity and accel-

eration computed by the system without the pod, GDE produces and has in operation range
the AIS provides aircraft attitude and other data GDE prdues a ndih s in operation4rangesuch as idelip and ngl ofatt ck, nd irc afttracking systems at frequencies of 141 MHz, 435 MHz
such as sideslip and angle of attack, and aircraft and 918 MHz. Consideration of s:ize, weight, and theI: ~~weapons bus data. In the case of aircraft equippedpoetafoinbditreenenovrld

with the 1553 serial data bus, virtually any aircraft potential for in-band interference on over-land
parameter can be picked off the bus, and linked applications mitigated against use of 141 MHz.

Frequency allocations and operational systems existthrough the TCS to the Display Subsystem. o adrne tbt 3 ~ n 1 ~
on land ranges at both 435 Mllz and 918 MHz

The AIS is used in a closed-loop computational frequencies. The use of carrier frequencies at both
configurtion withtheCS . The usd in te euatiolS these frequencies was pursued to the point ofconfiguration with the CS. The DIU/DPU in the feasibility of either approach. Since

computes the aircraft state vector in tangent plane implementation of the new design at 918 MHz posed
coordinates and transmits this data to the CS via the the greater challenge, that approh&-:h was carriedTCS. In the CS, the errors in the aircraft states and forward. If a 435 MHz system were required, only
ISA are estimated in a 15-state Kalman Filter. the RF sections and antennas would require new
Ranges collected by the TCS are used in the de s ection s to tennpsro uld reviousny
measurement equation to determine corrections to be implemented for the Fort Bliss RMS system.
transmitted to the AIS. In the pod, these corrections
are incorporated and the data base adjusted before
the next set of state values is sent to the ground. Various spectral bandwidths were considered.

To maximize both processing gain and interference
rejection, a bandwidth of 40 MHz was desirable.

Advanced RMS Design However, the existence of common threat
transmitters with frequencies near 900 MHz posed

Throughout the history of the RMS family of the potential for strong in-band interference in the
tracking systems, numerous improvements have been very scenario the system was designed to operate in.
made. These improvements included replacement of Based on this and other considerations, a bandwidth
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of 10 MHz was selected. This choice had the further two purposes. The first purpose is to initiate the
advantage of allowing maximum carry-over of cur- process of obtaining range measurements between
rent RMS designs. participants to determine their positions. The second

purpose is to transfer data to a participant and obtain
GDF has long advocated the use of asynchro- data from the participant. An uplink message is

nous interrogate-respond networks for range tracking addressed to a specific participant designated as a
systems. This approach allows for complete Reporter. The message may be transmitted directly
flexibility in numbers of participants, update rates, from the Central Station to the Reporter participant
real-time adjustment of scenario changes, and elim- if they are within line-of-sight (LOS). If not, other
ination of the need for every participant to maintain participants may be designated as relays to provide
a separate but synchronized clock. The potential LOS communication paths. A Relay participant
applications of the Advanced RMS gave us no cause detects its address in the received message and re-
to change that advocacy, so the system uses asyn- transmits the message, deleting its address. The
chronous interrogate-respond network operations. Relay then waits for the downlink message to be

received.
A surface acoustic wave (SAW) device was

selected to generate a spread spectrum signal at the The addressed Reporter accepts data when
transmitter and to provide a matched filter at the present in the received message, and passes them
receiver. Pulse duration was set at 10.5 micro- onto tile host vehicle. If the contents of the message
seconds and pulse position modulation (PPM) was indicate that range measurements are to be made,
utilized to achieve the desired message data rate of tile Reporter initiates the range measurements
297 kilobits per second. Tuned RF (TRF) imple- to other participants by transmitting a message
mentation was preferred to reduce the parts count to each of the participants a?,d waits for a reply.
and size of the receivers and transmitters of the This message is originated by the Reporter and
Advanced RMS, and woild likely be implemented on a addressed to a participant designated in the message
435 MHz syst,-m. However, the state-of-the-art in as a Responder. The participant designated as
SAW device production at GDE appears to dictate a a Responder retransmits a range pulse to the Reporter
superheterodyne implementatioin at 918 MHz. that initiated the ranging operation. The Reporter

measures the round-trip time to the addressed Re-
SiGNAL STRUCTURE sponder, and the measurement is transmitted in

a downlink message to Central Station. The Reporter
The signal structure of the Advance RMS is also includes any downlink reply obtained from

fundamental to its applications ;n EW environment, the vehicle in the downlink message when such
A spread spectrum signal with pulse position modula- data is requested in the uplink message.
tion (PPM) encoding is employed for all transmis-
sions. A signal bandwidth of 10 MHz at 918 MHz The message originated by the Central Station
carrier frequency is used with a nominal pulse dura- contains the address of each participant that must
tion of 10.5 microseconds. This produces approxi- react to the message in tie order each is to react to
mately +20 dB of processing gain, resulting in sub- it. An addressed participant designated to be Relay 2
stantial immunity to EW interference. Since the will deletc its address from the received message,
purpose of the system is to provide tracking and change the designation for the nextparticipant
digital data communications with cooperative (tran- adde toe Relayian retnsmt the mns

sponder-equipped) participanti, intentional jamming address to be Relay 1, and retransmit the iessilge.

of the 918 M11z ±5 MHz frequency is not anticipated. Addresses of tip to four Responders to be used
for ranging operations by the Reporter can be in-

The Advanced RMS uses an asynchronous inter- eluded in the uplink message. An additional four
rogate-respond network technique which dous not responder addresses can be stored in the Reporter to
require synchronized clock or dedicated time slots provide a total of eight range nieasur~emnents obtain-
for each participant. Each unit has a discrete able by the Central Station with one interrogation
address and responds only to messages coded to that message.
address. Each unit is uniquely addressed by the
Central Station, specifying the function to be per- A participant which acts as a relay in a nues-
formed. The unit addressed immediately performs sage path can also act as a Responder. Thus, a
that function, and no new commands are transmitted Relay I could also be one of the Responders for a
from the Central Station until a response is received Reporter. This is also true of the Central Station.
(or a "no response" time expires). In this way, the
interrogete-response system automatically adjusts its The Advanced RMS system employs pulse posi-
timing to accommodate varying lengths in both the tion modulation (PPM) to convey information. The
data messages and the propagation paths to operate information associated with each pulse is contained
at maximum efficiency. in the time position of that pulse relative to the pre-

ceding pulse. There are seventeen possible pulse
The Advanced RMS system interrogation mes- positions. One position is reserved for the preamble

sages are originated by the Central Station and have of each message; the other sixteen positions are used
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to convey four binary bits of information per pulse. for the high performance aircraft, 2 updates per

Table 2 lists the pulse spacing allocations and the second for the helicopters and one update every

bit pattern or function assigned to that spacing. 4 seconds for the ground units. Each update consists

With this assignment, the average distance between of the collection of six ranges and an average of

pulses is 13.47 microseconds, resulting in a data two data transmissions. In this scenario and configu-

rate of 297 kilobits/sec. ration the RMS/SCORE system utilizes approxi-
mately 92% of the available air time.

TYPICAL APPLICATION For the identical configuration, the Advanced

RMS utilizes only about 54% of available air time.
The RMIS/SCORE is presently deployed at This improvement is primarily due to the group

the Nellis AFB North Range in support of the EW/CAS ranging capability of the Advanced RMS. I• this
joint tests. This scenario is used here as typical mode, a transponder can collect up to eight ranges
of an EW exercise application for which the Advanced m the
RMS would be employed. the transponders, then send the set of ranges

back to the Central Station in response to a single
Central Station command. The improvement in

The Electronics Warfare during Close Air digital data communication is even more dramatic.

Support (EW/CAS) exercise is a Joint Service Test The Advanced RMS has approximately 5.5 times
to evaluate the effectiveness of electronic warfare the data capacity of the RMS/SCORE and other
during CAS operations in a mid-intensity conven- RMS systems.
tional conflict. The participants in the exercise
include 27 ground threats or threat simulations,
and up to 28 airborne participants of various types, The RMS system in this exercise is used to

i.e., helicopters, Wild Weasels, FAC aircraft, A-10s, provide both air-to-ground and ground-to-air pairing.

and various support aircraft. The R MS/SCORE The air-to-ground pairing is wed between Wild
system provides position location on all participants, Weasel Aircraft and the ground threats. Specified

tracking and displaying them in real-time for orm- ground threat simulators are instrumented with

mand and control. In addition, digital event data transponder units and are polled once every 4 seconds

is collected from each participant and transmitted to determine their tracking status and their azimuth,

to the CS for processing and display. elevation, and range if they are in Track or Command
and Guidance (C&G) mode. The aircraft in the

To meet the real-time accuracy requirements, exercise carry a simplified version of the AIS pod;

the required update rates are 5 updates per second

Table 2. Summary of Major Features of Advanced RVS

CARRIER FREQUENCY 918 MHZ (435 MHZ OPTION)

MODULATION SPREAD SPECTRUM/PPM

TRANSMITTER/RECEIVER POWER RATIO 143.5 OB
(FOR RANGE MEASUREMENT)
LINK MARGIN IMPROVEMENT 24.7 OB OVER RMS
(FOR RANGE MEASUREMENT)
MAXIMUM RANGE WITH 0 DB ANTENNA GAIN 166 NMI @918 MHZ

SYSTEM DATA THROUGHPUT 235 KBPS

SYSTEM DATA THROUGHPUT IMPROVEMENT 5.5 TIMES OVER RMS

EW IMMUNITY IMPROVEMENT GREATER THAN 20 DB OVER I0S

SYSTEM CAPACITY IMPROVEMENT 70% OVER RMS
(NUMBER OF PLAYERS)

i'1
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if a Wild Weasel simulates a Shrike or HARM firing, of the installed aircraft equipment and the level

the R MS system detects that event through a status of readiness training required.

bit in the next range response. The computer imme-
"diately examines the status of possible targets. The Advanced RMS is designed for use on
If a potential pairing exists, the RMS system displays an c e RMS isadeigned ou e

that event in the Display Subsystem and simulta- an Electroi Wrfare (e rainin range.nTh

neously signals the targeted threat(s) via the digital

da ired.Scorin g th n anthiasi n mis post-feighas een track for the participating aircraft. Transponders
atacan be installed on all the threat hardware, including

mobile AAA units, mobile surface-to-air missile
ing full fly-out missile simulations and taking into

account subsequent actions by the ground threat (SAM) systems and semi-fixed systems. The tran-
crew. The Computational Subsystem of the Ad- sponder serves two purposes: first, it provides

vrew The Cmuaionalso beuabste m tospoft r -th e Athe reference position of the EW threat; second,
vanced RMVS will also be able to support real-time isdt omnctoscpblt a eue

its data communications capability can be used

fly-out simulations. to transmit weapons status (i.e., search, track,

launch) and rade. information (i.e., range, azimuth

Similarly, the RMS system supporting EW/CAS and elevation). With this information, the CS can

is tasked to perform ground-to-air pairing. Whenever use realistic SAM and AAA simulations to provide

any of the instrumented threats is in track or C&G instantaneous probability to kill data for any given

mode, the system determines which aircraft are engagement.
in an az-el-range window and displays the results
on the Display Subsystem. Again, for EW/CAS, The increased transmitter power and processing

real-time fly-out models of the surface-to-air weapons gain of the Advanced RMS transponder make it an

are not used, since detailed analysis is to be done even more effective tracking system in an EW environ-

post-flight. However, the Advanced RMS could ment than the RMS/SCORE. Table 2 summarizes

support ground-air weapon simulations for real- the major features of the Advanced RMS in coin-

time casualty assessment. The Advanced RMS parison with the RMIS/CORE. These features make

can be adapted to accomplish several modes of the RMS system with the Advanced RMS transponder

electromagnetic combat (EC) training. Each mode the tracking system to support EW training in the

can be carefully matched to the sophistication future, as the present R MS system has supported
such training in the past and present.
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A PRACTICAL C3 AND C 3CM TRAINING SYSTEM
FOR THE 1 MHz TO 1000 MHz RANGE

D.O.Cummings
Staff Engineer

LOCUS, INC.
Box 740

State College, PA 16827

ABSTRACT scenario development.

To evaluate the performance 3of Signal environment simulation con-
operators and measure critical C3 equip- sists basically of creating the same
ment under "real world" signal environ- aggregate signal that would result from
ment conditions, it is necessary to an actual deployment of real emitters
test with the quantity and variety of in real space and time. This is
emitters expected in actual situations. accomplished by a computer-controlled,
A method is discussed which has been time-ordered initiation of the fre-
developed to simulate realistic C 3  quency, level, and modulation format
and C 3CM signal environments in the 1 of multiple independent RF sources,
to 500 Mi1z range, as well as TACAN and which are then combined to form a
JTIDS signals in L-Band, for use in composite :Aignal environment. The most
operator training programs. effective use of standard control inter-

faces such as RS-232C and GPIB (IEEE-
BACKGROUND AND SUMMARY 488) will be discussed, along with

methods of signal environment generation
The ever increasing density and that take maximum advantage of hardware

interaction complexity of the Command, capability.
Control, and Communication (C 3 ) environ-
ment and its Countermeasures (C 3 CM) In addition to signal environment
makes severe demands on modern Elec- simulation for a variety of tactical
tronic Support Measures (ESM), Signal EW cases, the presentation will discuss
Intelligence (SIGINT), and Counter- various configurations of a signal
measures (CM) systems. Measuring the simulator system that allow creation
behavior of trainee operators using C 3  of special effects such as doppler,
and C 3 CM equipment under "real world" multipath, and signals in the presence !
signal environment conditions requires of broadband or narrowband noise and
evaluation with the quantity and variety deceptive jamming signals.
of emitters expected under realistic
situations. Although test and evalua- Philosophy of SIGINT Operator Trainin_
tion with this actual emitter environ-
ment is desired, the logistics of A simplified diagram of a COMMINT
aIssembling and orchestrating the variety operator training technique is shown
and number of emitters and modulations in Figure la. From the standpoint of
that would be encountered under field the Communicatioi.s Intercept operator,
conditions can make full-scale scenarios the primary characteristics of the
and replication of tactical situations signal that are of interest are the
expensive, if not impossible. Radio Frequency, modulation type and

information content. Other parameters
Other means of tactical. environment normally of secondary interest are the

simulation involve computer and operator signal level, direction-of-arrival, and
interacuions, such as synthetic control/ signal perturbations due to the propa-
display training devices, software gation path or trarsmitter signature.
scenario simul] tion, and signal environ-
ment simulation. Of these techniques, Although there are substantial
only signal environment simulation differences in training methods4,
offers the vital capability of training depending on operator type and the
with actual receiving, recognition, and ultimate mission, the basic processes
reaction equipment. Techniques for can be thought of in frequency domain
accomplishing a realistic training terms as either of a baseband or RF-typu
signal environment simulation will, be training.
discussed. They include the hardware
for signal generation as well as the
software for signal control and
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Baseband Trainipn test and evaluation applications. It is
modular in concept and with appropriate

Baseband-type training generally software is adaptable to several levels
is preliminary in nature, usually of SIGINT operator training as described
relatively low-cost and simple to below.
implement. Its use is mainly to train
operators in encoding/decoding (e.g., COMMINT Operator Trainin__Sjetu
audible Morse Code) or language trans-
lation (e.g., taped conversations). A A realization of a simplified
more advanced quasi-basuband training COMMINT Operator Training Setup using
process can be broadly called computer the SG-122 and a low-cost controller/
simulation. With computer simulation, display/keyboard (hp-85) is shown in
a set of conditions or status indicators Figure lb. The flexibility of the
is presented to the trainee, usoally in SG-122 for rapid frequency and modula-
character or graphic format via a CRT tion parameter change permits the simu-
console. Trainee responses to the lation of very complex signal environ-
conditions elicit pre-programmed ments as seen by the trainee's receiver,
responses from the computer or synthe- utilizing a single SG-122. Its dual
tic control/display system. The independent output signal capability
illusion of a running scenario can enables the generation of signal
thus be created, but the trainee is environments that include adverse
not using "real" COMMINT equipment, interference situations such as jamming
and the "signals" are complete preveri- and very dense signal conditions. This
cations. basic setup provides CW, AM, FM, PSK,

FSK, and SSB signals with computer-
RE Traininc controlled carrier frequency, modulation

type and index, as well as signal level.
Enter RF training Techniques. The operator response is noted by the

Generally these are more costly to Scenario Control/Evaluation Unit which
implement because of the modulation can be as simple as an appropriately
and RE carrier generation required as programmed desktoocalculator. The
shown in Figure la. The alternative Control/Evaluation Unit provides an
to controlled RF training techniques instructor interfacing to enable
is "on-the-job" training which is monitoring performance and modifying
probably the most effective of all, the training sequence as necessary.
but which can be very costly or have
devestating results if training is Interactive SIGINT Training
inadequate.

Although a single SG-122 Signal
A Cost-Effective STGINT Simulation Simulator/Programmable RF Gonerator and
Sys tem associated peripherals can provide

advanced RE training for complex RF
The basic challenge of effective environments at very reasonable cost,

SIGINT equipment operator training is creation of complete interacting
to provide P• intercept practice that capability requires additional equipment
closely approximates a real life RF when more than one trainee operator is
environment (Figure 2) which can be involved. One possible realization of
controlled, duplicated, performance a training environment that provides
monitored, and critiqued. The assem- multiple simultaneous signals to mul-
blage of equipment to accomplish this tiple trainee operators in an inrer-
has previously been extremely costly, active arrangement is shown in Figure
partly due to the central computer 3. It is easily expandable to accomo-
control and the software to support date more operators or special back-
scenario generation, but also because ground environments by adding additional
of the expensive RF sources required. signal sources.

Two years ago, LOCUS embarked on The interactive system of Figure
a program to realize hardware to 3 is highly versatile in the types of
implement a low-cost, programmable wide- signals that can be generated, and
range RF source that was capable of requires only software changes to tailor
producing a wide variety of modulations the RV environment as desired. Since
with at least 50 dB spurious-free the simulation system is modular, it can
dynamic range. This equipment has now be scaled from one to many simuD-.ineous
been in the field for over a year in trainee operators. If desired, each
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environment can be individualized or RF environ. simulation has been
supplied collectively as shown. The presented, which should allow much
use of both RS-232C and GPIB (IEEE-488) more cost-effective SIGINT operator
control busses makes interfacing to training than has previously been
stanIard computer peripherals and possible. Multiple signal, multiple
GPIB .nterfaceable test equipment operator interactive capability is
straightforward, available with software control which

can be adapted for most conceivable
CONCLUSION training and test applications.

A modular, versatile system for

7
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IINTEGRATED IEVIRONVMET SIMIJLATOR

Frank J. Thomas
Vice President of Manufacturing Operations
Antekna, A Subsidiary of Itek Corporation

625 Clyde Avenue
Mountain View, California 94043

INTRODUCTION ware and software modification to counter

ever faster moving development by the enemy.
e All modern defense forces of the free

world require the employment of sophisticated With such sophistication and complexity,
electronic equipment by highly skilled per- and with many of the routine decisions being
sonnel. made by computer, it is imperative that these

equipments undergo periodic evaluation to
• The operational readiness of these ensure that they are providing the tactical

defense forces depends, in part on personnel commander with proper, accurate and timely
training, properly maintained equipment, and information. When hardware and/or software
the knowledge that equipment and personnel modifications are incorporated, there must be
are in peak condition. thorough validation of the modifications to

ensure they are performing the tasks intended
This preamble expresses Antekna's under- and have not degraded overall performance.

standing of the critical need for unit opera-
tional readiness in all of our military Current tactical commanders are con-
services. We believe that fully supported, fronted by such technological sophistication
easily operated total electromagnetic envi- that they can't or won't effectively use the
ronment simulators operated as turn-key equipment. There is insufficient time for a
systems offer viable solutions to the commander to become both tactically and
problems of test, evaluation and validation te.lucally competent. Training is an abso-
of operational threat warning receivers, lute must if we are to make the total
Jammers, reconnaissance, and surveillance tactical system effective.
equipment, as well as the training of per-
onnel in the effective use of this equipment The key to success in many of these

Il a coordinated modern defense operation. test/validation and training missions will

lie with the simulator. It will be asked to
By total integrated environment simu- accurately replicate the total electro-

lation, T mean the abilify of the simulator magnetic and electro-optical environment that
to recreate all current and likely to be could conceivably be encountered in future
developod emitters (or conversely ihe sensor tactical operations.
response to these emitters) that co,,ceivably
could be employed in tactical situations. Through his sensory equipment, the tac-
This means not only the required parametric tical commander Is subjected to a multitude
simulation of eowh of the individual emitters of radar, communication, electro-optical, and
but also the toil spatial, temporal, and ECM data. The enemy is proliferating his
parametric interrelationship among these operations with large numbers of equipmeints
emitters, ranging from the newest state-of-the-art

optical equipment to vintage radars. The
In addition, there is the further re- environment is compounded when one recognizes

quirement that the simulator have a the proiiferation of our own and friendly
man/machine interface of such sophistication forces' emitters that are also operating in
that operational personnel or training/ the ;ame tactical area. The enemy's elec-
instructor personnel can exercise these tronic order of battle is disciplined and
simulators to the full extent of their well coordinated, and from the detection of
capabilitius, these activities we hope to gain the tactical

advantage of foreknowledge of his probable
Equipment is being designed and built to purpose and the proper response to maximize

ever-increaslng limits of sophistication. the probability of survival. But rarely does
Many of thenie equipmenti are being integrated the enemy display the actual EOB he intends
into larger systems managed by computer in- to use in tactical operations. Therefore,
telligence. A new word has evolved in there must be a mechanism wherein the tacti-
equipment design - technology insertion. cal commander can be exposed to the myriad
Taken loosely, this means that all new combinations of electronic activity which j
designs have built-in flexibility for hard-
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could confront him in a tactical situation operation: the need for a high-level inter-
and allow him to experiment with responses to face that will allow user personnel with
find the optimum reaction. Ther• are minimal training to operate the simulator to
projects in process (e.g., BETA) which are the full extent of its capabilities.
attempting to provide this capability.

SCENARIO
Because of the density and complexity of

this environment and with the added dimension I will now turn to the use of a hypo-
that the enemy will use electronic counter- thetical example to illustrate the concept of
measures to further confuse the situation, it total environment simulation and tie it to
is imperative that sensory equipment be the missions of test, evaluation, validation
proven in a realistic environment. This is and training as well as focus on the critical
particularly true where the equipment con- need for operability and maintainability.
tains intelligence that makes decisions on
emitter-type classification and priorities. A typical C3 CM mission might involve
Density, similarity in parameters of widely such tactical decisions as: exploiting the
different emitter types, and the use of ECM emissions, jamming them, deceiving them, or
all contribute to the probability that wrong destroying them . This decision could be
decisions will be m. 'e and the commander made by a Tactical Air Commander or a com-
supplied with imprope" information. mander at the FEBA. Whichever we choose will

not effect the example for both are primarily
In each of these missions, the simulator focused on tactical operations. We chose the

will be a large factor in success or failure TAC. In this example, the TAC will receive
The simulator must be accurat• in the recrea- data from threat warning receivers, surveil-
of individual emitters as welL as accurate in lance receivers and will have at his disposal
the recreation of the parametric, spatial, (figure 1) on board jammers, ground based
and Lemporal interrelationships among the jammers, and weaponry at his command.
emitters. It must be flexible so that large
variations in scenarios (e.g., large varia- The threat warning receiver is used to
tions in emitters and their interrelation- give automatic identification of emitters,
ships) can be easily simulated. And one of their position and density as well as ptovide
th-i most critical requirements is ease of input to the self protection jammer system.

Figure 1. Tactical Scenario
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These receivers are sensitive to radar, com- it must be capable of replicating the almost
munications and laser emissions. In this infinite variety of spatial, temporal, and
example, the warning receiver has the capa- parametric interrelationships between these
bility to observe correlations between radar emitters.
and communications activity and radar and
laser activity to increase the effectiveness The threat generator (figure 2) will
of the ECM activity, recreate all the compl.xities of current

radar technology such as frequency agilities,

There is a handoff function between the and prf agilities. It will also accurately
receiver and the on board jammers wherein replicate antenna scan effects as well. as
certain priority emitters are automatically propagation degradations. Parametric inter-
jammed. Between the receiver processor and relationships within a given emitter or among
the jammer processor the decision is rtade on a set of emitters will also be simulated, for
what to jam, how to jam, and effectiveness of example, scan as a function of frequency, or
the action with feedback to modify action. scan as a function of prf, or the progression

of a system through search, acquisition, and
The surveillance receivers provide more track. The threat generator is capable of

detailed analysis of radar, communications performing extremely complex and dense sce-
and jammer emissions. Because of a-priori narios with accurate replication of spatial
knowledge of the enemy's electronic order of and temporal relationships. Emitters can be
hattle, data supplied by these receivers give turned on and off, moved and flown.
the TAC indicators of enemy intent. From
this data he will make one of the four deci- The ECM simulator (figure 3) replicates
sions: jam, deceive, exploit, or destroy. the basic signal characteristics found in
These receivers also provide measures of noise and deception jamming techniques.
effectiveness of his actions.

The noise jamming simulator will re-
Therefore, the integrated environment create such parameters as frequency, width

simulator must accurately replicate the large (spot or barrage), or a sweep of frequency.
numbers of individual emitters - radar, com- It will have the capability to add modula-
munications, jammer, and laser - each with tions to the noise characteristics. The
its own unique parameters. And beyond that, deception simulator will recreate current
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range and velocity gate pall-off techniques Simulation of the optical environment
as well as modulations. (figure 5) is still in the developmental

stage. Current projects have indicated that

The communications network simulator is the bragg cell and acoustic-opt filter
capable of recreating the extremely dense could provide mechanics to achieve accurate
spectrum of communications emitters encoun- replication of optical parameters; i.e.,
tered in a tactical operation. It recreates color, s,- ctral characteristics, modulation,
the element of control., information creation, directLion-of-arrival, and propagation effect.
information processing, signal generation,
signal propagation, signal environment, and I would like to emphasize a point:
security, keys to all tactical communications Notwithstanding the need for accurate simula-
networks. tion of each of these emitter areas

independently, the critical need is for the
The communications network simulator accurate and total simulation of these

(figure 4) replicates message generation, individual areas and their very specific
message processing, RF generation and proces- tactical Interrelationships. It is in the
sing, and RF environment for a large number recreation of these specific interrolation-
of communication emitters. The message gen- ships that we add the realism requl red for
eration and processing capabilities allow our training and test/validation missions.
simulation of voice, TTY, or Morse signals
with recorded or synthesized information Given that individual emitter action can

content. The recorded or synthesized voice be very important to the tactical situation,
can be any language. It also routes this it is very important to know that a missile

information to selectable modulation simula- was just launched against you. The key to
tors such as PCM, FDM, etc. tactical success lies in the information

contained in all of the emitter operations.
This signal can now be applied to a There is discipline in any tactical encoun-

specific RF frequency with amplitude and ter. Thi refore, the closer to the Initiation
phase modulation control to simulate propega- of ally ,rati on that the tactical commander
tion effects. Background signals can also be can heuime aware of the situation, the more
generated and added to the output to recreate time he has to generate his response. This,
a realistic spectrum of signals. at least: theoretically, should translate into

higher probability of success.
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Typically, the ii tation of an action How we approach integrated environment
does not occur with a missile being launched simulation will be greatly influenced by the
but with heightened communication network mission it is to perform. In our example are
activity along with inureased radar activity, we primarily interested in determining that
and possibly electronic countermeasure em- our equipment is in operating condition? Are
ployment. Both sensor equipment and infor- we interested in validating a change in pro-
mation evaluation must be up to the task of cessor software or hardware modification? Or
correctly recognizing and interpreting this are we interested in the training of the TAC
activity, in operational decision making?

Since we are never sure of the exact The approach I will describe is based on
theme or variation an enemy intends to use in a building block methodology. The implemen-
actual operation, the equipments and com- tation of the simulation system begins with a
manders must experiment with large numbers of man/machine interface that drives a variety
themes and variations to help develop a of generat-ors from total software packages to
catalog of responses that can be instanta- full RF and optical packages. When we move
neously implemented and which have been from system to system only portions of the
programmed to be successful, simulator will change, much will remain con-

stant. The most important feature of the
These themes and variations continue as system that remains initially constant is the

the operation unfolds and the environment man/machine interface.
continuilly changes. Different emitters come
into play: acquisition and track radar, Regardless of the mission to be per-
missile guidance radar, electro-optical, formc3, the key ingredient is the man/machine
outpost communications networks, and more interface. When we talk of total integrated
Jamming, all coupled with friendly electronic environment, by definition we are considering
activity. Again, the equipment and commander a large number of emitters that are continu-
must be up to the task of making the right ally changing state of operation or posi-
response. tion. The initial effort required to

generate a meaningful scenario will be a
To this point our example has discussed substantial task, first in defining what the

the why and what of integrated environment scenario should be and then programming the
simulation, mOW WC turn to how. simulator to perform the scenario.

F _

-4 E".,' -E ]

Figure 6. Integrated Environment Concept



The people who are to program this 0 emulation of the on-board jammer
eqripment do not have time to become expert
in the detailed workings of the simulator. * emulation of the ground jammer
There must be an interface that is easily
learned, easily retained, and that allows the * emulation of the surveillance
operator full control of the system. These receiver
two problems then dictate that the simulator
contains a high-level man/machine interface. * display of spatial and temporal en-

vironment
This intertace should respond to

language that is familiar to the operator and * interaction interface for inputting
designed to facilitate the performance of his TAC decisions
task. It should contain a prompting feature
so that he has a method of recall readily * evaluation of actions
available to him.

There would probably be a number of
In many of the missions, particularly these in a classroom situation with a number

training, flexibility in scenario generation of TAC's undergoing training.
and modification will be a key requirement.
Much of the scenario modificition will be in Now let us extend our idea of training
real time: instructor seeing student make a to the concept of coordinated crew training.
mistake - stopping the scenario and redoing a In our example we have the TAC as the primary
porticn. To do this, the interface will decision maker and a number of operators
require a real time edit capability, evaluating data from our receivers. The

implementation could again be primarily
In addition, the operator needs identi- software but with software driving real-life

fication on the status of the simulator, the displays.
execution of the scenario, and perhaps a
record of the simulator outputs. The first This could be implemented in a class-
two are primarily housekeeping functions, room, or a mockup of the vehicle or vehicles
indications that the simulator is performing that the commander and operators typically
and where it is in any particular scenario, find themselves in operational conditions.
The last, however, could be vital to a test
or validation mission. There is always the For thiF method of implementation, some
question of which is right, simulator or of the software is replaced by ioterface
equipment under test? With a time-phased hardware which drives the displays and also
record of simulator output, equipment input converts operator control of the equipment
and output can be compared and the question back into software - the same function as
resolved, performed as before, but here we have added

the realism of actual hardware and coordina-
Now that we have the method of inter- ted operation.

face, to what do we interface. Remembering
that a large portion of the job has been done Now suppose we were interested in soft-
in the development and implementation of the ware validation, proving that any change that
scenario, the built-in test and feedba'.k on we made in any of the receiver processor
the status of the simuLator, we turn to the units did what we intended and did not dis-
generation of the scenario, tort any of the remaining processor

algorithms. This takes two steps. The first
if we are primarily interested in involves validating only the change made;

training the TAC's of our hypothetical e.g., a new threat has been added to the EID
example in a classroom situation the genera- table. And the second, validating the entire

tion of our scenario might be accomplished processor in a realistic environment to
entirely in software. The heart of our ensure that the new software has not affected
man/machine interface is an expandable, fast the total operation of the system, e.g.,
computer. Therefore, to implement a total priorities are correct, de interleave still
software emalation, the computer's memor:, works properly.

processing and peripheral capabilities is
expanded and the required software modules Since we are validating the software,
added. the sce'iario that we create must provide

realistic input into the processor. In most
In our example, typical software modules situations we could emtilato the front end of

might be: the receivers with software and provide
hardware replication of video or IF signals.

0 emulation of the warning receiver
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As in our previous example, we are not environment. The simulator must accurately
changing the entire simulator system, but replicate the parametric, spatial, and
only that portion that emulates the temporal characteristics of radar, communi-
receiver's processor units. cations, electro-optical, and countermeasure

emitters as well as the parametric, spatial,
What if we wanted to test and emulate and temporal interrelationships between and

the entire system? To see the effects of among these emitters.
harmonies generated in the input by very
strong signals, to evaluate jamming effects The approaches to simulation of the
ad infinitum. Then we could take one more total environment vary as the mission
step in our system and not emulate any of the requires. Many training risaiona will 1e
receiver equipment but replicate all our satisfied by software approaches. Moat
signals at RF or optical frequencies. The test/validation missions will require forms
man/machine interface remains the same. of video injection and/or RF/optical generq-

tion. All approaches will require a high-
The examples to date have an underlying level man/machine interface to allow

assumption that we are in laboratory or operatlonal personnel to operate the machine
classroom situation and the simulator is to the full extent of its capabilities. The
laboratory type equipment. But why not take interface will operate in language familiar
this same concept and package it for field to the user and will allow him to edit and
uge? Now we have this same capability, modify scenarios and give the status of
man/machine interface to full RF replication operation.
in a field portable unit. This unit can go
with operational units for continual training
and to give the commander assurance that his
equipment is in peak operating condition. ISee Phillip C. Dickinson, " ETA

ProjectElectronic Defense.
CONCLUSION January/February 1979, pp. 4i-45.

The real and immediate need to perform 2 See "The Joint EW Center" an interview
training and test/validation missions with the Commander, Electronic Defense,
requires the simulation of the total battle January/February 1981, pp. 31-58.
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1. INTRODUCTION NON.COMMS COMMS
MA('HINE-TO-MAClIINEj IUMAN-TO-IhUMAN

*The helligerent attitude of the Soviet U nion and theDIPA FR UC
continuing Mid-East crisis have shown the need for having DSLYRPO)(I
ttie U.S. andl allied forces well prepared and well trained. CONTROL COMvMAND
Hlowever, %,hen you cons~der thle high cost of fuel and EI .I1NT C OM I NT
Congress' requirement that fuel costs be cut in all services, ['
it is clear dhat training cannot be accomplished by large- IC

scale Operational exercises in the field it must he done NETWORK
with simulators that aire realistic enough to create the
stresses of wartime condit ions while affording the economy F"igulre 1 . Signal Enivironment Trends
of training in garrison.

To mieet these growing requirements for ti'ainin,; and 11. (NS D)EVLI.LOPMFN'I
test and evalua tion iit I:(,o monicuiýatIioos Network Sin im ha-
tor (CNS' provides: A. _The Model for thle 'onimo meiat ions Network

~'Siminulat ion of oper ia sn iicornis at Rf".lbeciiuniatorpInstleoctOi 1liscinmnl

and controjl. lie dloes this by prescribing a set of coiiuio ica-
*6 Siintllatcf~d message generation, messilge lprocr'ssiiw., tion inetworks, wherein hle articulaktes functions of lie! works.

RF generation, R F process, and Rl' background network users, typies of traffic, secuirity procedures, treqolen-
enir~lonmfenlt. cies, timie schedule, and network control.

" Coinpatibility w&ith) noii-commlls simulation to The following elemieiits, ats shown in figure 2. are key
p~rovide at total sigiall environment, to ill Coiiiiriunications networks: hence they must he

" 1VICILAM' "ililinebloc " alhit~~rcofaincluded in realistic Sintitlalt ion.

tpciic yet gene ri': forii thIiat u Ilows ex panisio (i C not ol: The coot riItol net icn I( ope ratio nalI doctrine is
f'rom: iminpleinen ted by thle coimniionic at ionis officer) controls thle

B3a tta lion level coinins lt- unoiiit t rainiiing , with info rmliat ion c reation)1, i111rminxt ion processing, signal emiiission,

35-signal lJIE/V1Il scenario, in d security fntioiltns.

F-ront level coninnis for section level training, IfrainCeto-n:TeifratocetonIlm
with 750-signal IIF/VlIIF/UIJIF scenario. t in i ncloudes all processes involving t he trainsform ationuof

infirmatioln into at message (for exiiip!e, the infoirmatioii

The mpeus or eveopmnt (f tis rodct inewas may be anl order, at recurring report, or a response to anl

tlie awareness that training and test and evaluation forealeiesg)anthfomtngftisnoraonnI
eqluipmnent inl the 80's will ( I) requ~ire an increasing level clnforlniaice with prescribed doctrine.

of o~ Iiis icatinil a d 2 rethe t ieto5~Oii(I t e (iiiilS Informat ion Processing: Th'le illtrninat ioni processing
arid lion-cooli11 Cil enironmien ts.

functioni represents thle translation (Itiiltormionlil created

iii thI ill11nforation iicrea t ion pr'ocess into fo rmris amnd mi(able

F-igure I depicts thle signal environmnitt trends For nonl- t inlgnrto.TeeFri nu

conilis and coniiis signal types. '[tile twoi classes are evolving Voice D~ata
socli that inl t he 80's eomn lis signals are i ncreasinglgIy non1- Manual 'Telegraphily
c(Iiii-likc in their In aCllinle-tO-lniaClhil ilaC11ttre while Automatic 'Telegraphiy
non l-c (liiils signalIs are inc reasinigl y conilii-like w ithI net woirk I' a si nile
links. Video
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INFORMATION INFORMATION

CREATION PROCESS

ION_-7 T INLSIGNAL SIGNAL X&ITR
__W. GENER- ýR P A -ENVIRUN-

MESSAGE HF BACKGROUND

CENTER MODULATION COUNTERMEASIRESSIGNAL " O S CARRIER] I I IV /'

(FREQUENCY) 'LOSS EF FECTS

IMULTIPATH I INTER--

ACTIONS CONTRO I RADIATION I OSS"4"k•(•TO N S •JLEVEL-

RECEIVING REACTION COMMANDS

Figure 2. Comm Process Functional I)iagram

Signal (Generation: The signal generation function coil- tion user has simlpie, direct means of interacting with the
sists of those electronic processes that create a carrier signal scenario.
and key or Modulate that carrier signal with information
provided by tihe information process function. Included rhe key features of this capability include:
within the signal generation function are the mo'lulationi
processes, which create emissions such as AO through A9 0 Scenario control, generation, and storage via
(atuplitUde-modulated signals), F I through F9 (frequency digital control
or phase-modulated signals), and PO through P9 (pulse-
Modulated signals). * Message generation, text control, and storage via

digital control
Signal Propagation: With the exception of directional

transmission, the signal propagation function is NOT coil- 0 Message processing for distribution of multiple
sistently controlled by the communications circuit control message baseband signals
function. Signal propagation effects include directivity, line
of sight, multipath, doppler shifts, and level (range). * RIF generation of highly accurate RF carriers

control
Signal Environment: [he signal environment function

is NOT' controlled by the communications circuit control 0 RF processing and signal path effect simulation
Function. Signal environment includes a high density of
background signals, natural and man-made noise, and hostile 0 RF background environment simulation
countermeasures signals.

A high degree of authenticity in the simulated coni-
1B. The Simulation Model inunications network is thus realized by implementing

simulation hardware and software in a one-to-one corre-
In fully implemented form, the ('omn unlications spondence with coinmimu nications functions, as shown iln

Network Simnilator models all aspects of time threat figures 2 and 3. A further expansion of the ('onlmunica-
emitter characteristics. D)egrees of authenticity and tions Network Simulator functional block description is
sophist;cation are determined by user needs. The simula- shown in figure 4.
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GENERATION PROCESSING GENERATION PROCESSING ENVIRONME~4T

_______SCENARIO FEEDBACK
_ 4 CONRO (CLOSED LOOP) -

l'igure 3. Simiulation Modef FI'ictiotial Ifocks

L55XX L51XX MESSAGE L38XX L38XX L38Xx
MESSAGE PROCESSING FIr FF RFI
GiENERIATION -DISTRIBUTION GENERATION PROCESSING ENVIRONMENT

MESSAW~ SIMULATOR PCM RF GEN LEVELGRUN

VOICE TELETYPEIMORSE GEN FN)COTL DEN~!S J
t ~CMA

MSALSTILSIZER CMA [IF, SIN A MP &0' N01I,

ALIT/ ~TIJI EITlIV (IIETRODYNE) 61 1

EXTII
IN

a~i TAE I.-CUIIEIEP C 0 NTOVIJP CO-y MULTI-
SEN PATHI

NilSSAGL SELECTORPOE
BPSK/OPSK ~A P r

STOREL FIETRIEV fEP

CMA >- PW -

N CONTROL CMBINBR

DATA BUS
EXT ISSEFOTOL L.ANT .......b SCENARIOPOR

INTERTC.AILDATA BUS S.U.....I

F'igUrc 4. (' (1I1l11flE1i~i~ciofl SimulatlIor FLuI~tictnal Blocks



(' The Feasibility (Hardware) Model

In June 1980, Antekna, incorporatedprovided a hard- intercept operators. 1-arly demonstrations revealed a ver-
ware feasibility model dtemonstrating the key features of the satile and extremely accurate system ideally suited for the
('onimunications Network Simulator, including: testing and evaluation of miodern, comrpu)ter-cootlrolled,

S|rogranunlahle control with user-oriented language state-of-the-art ground, space, surface, and subsurface

and stored scenarios that call extend to several hours. co Triningnica ition st systetllS.

0 Message simulation that accurately simulates the Training devices are tailored to the customer's require-
form of multi-language, individual voice text with ments, or in sorne instances to tl'e customer funding

realistic voice characterizations, availability. With the modular approach, the small system
can be enlarged or updated with greater capabiiies to meet

* Fully synthesized, digitally controlled RF generation changing requirements or as funding improves.

andi processing. Modern communications simulation is a necessary tool

0 Background signals with appropriate inmodtlations available to aid in the solution of difficulIt training problems.

and density for simnulation of realistic environmnents. However, to be effective, the primary requirement of the
communications simulation must be its ability to create a

[he block diagram and specification of the hardware realistic environment. The Model 8520 ('SS significantly
mioLdel is shown iii figur : 5. increases the effectiveness of training by realistically

replicating the total signal environmennt typical of' a scenario,

III. ('NS APPI.IAIION,, an ordered sequence o(1 signdl Occurrences with dturations
from In innutes to} several hours,

The ('NS is primarily an intermediate level training
device for c n inlinl nicators, intelligence operators, and

L55XX L57XX MESSAGE L38XX L38XX L38XX
MESSAGE PROCESSING RF RF RF
GENERATION GENERATION PROCESSING ENVIRONMENT

MESSAGE SIMULATOR RF GEN LEVEL BACKGROUNO

VOICL TELET E 111I YNE, CONTROL GENS

CMA 
OFt

LW; OENI R NOISE

Figure 5. Block lDiagram of thle 'ea'.;ihility Model
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IV. FUNCTIONAL DESCRIPTION

Model 8520 CSS addresses thle communiilcat ions signal HRli SyStem) dCsignl enables the User to start wvitIh ai basic

requiremenots necessary to maintain operator efficiency in the system an(1 expand to a system with a greater nMn 1her of'
Use ofI receilvi ng eq olipine nIt, language tra nslatlion, a iid signal ig nalIs, more an d different bac kgrounds,5 aiwl other in 010 a-
recognition. It offers flexibility in a wide range of capa- I ion capabilit ies as fiunding and/or op~erational requirementeis
hilities that can be tailored to fit limited hudgets and grow dictate.
as funding and ope'rational requirements increase.SiceahSbytnisom sd tre o*ffh-

Functionally the ('SS includes three miodular subsystems: shelf Antekna products. this expansion can be easily accolin-
plished With a m1inimnum SCheduIle imlpact.

I)Operator control interface, consisting of the hbubble
mnemory programmier, serial data interface, keyboard, and B~asic M odel 85 20) ('5
hardcopy printer, The ha sic inodel CI (5 as shiow 11 in figur 0, cont Ia ins

( 2) RIF generatfor/ processor tibsystern, consisting of complete operatoir cont rid interfa"ce with ho hhle memory
the RE generators, RE background generators for the exact programmer, keyboard, hardcopy printer, and serial data
simultat ion of environmental conditions, level modulators intcrficeý RF geiterator/processor with RI: generators,
for 1-at h-loss geiieration, RF combiners, ind noise geinerators. background generators, and level controls RF conin inei /

no ise generators mmessage sinmulIatIor wit h vo(ice, I 'I, aiid
(3) Message simulator subsystem for the simulation Morse telegraphy mod(u0les: power supplyý and operator

of .niessage Iraftfic on circuit, i nclud(ing digit ized voice. TINY, mlu a ba
and Morse telegraphy.

5510
I Mainframe

0 Power Supply

L- -J

vRF Background RF
--- Generator Geoerator Processor

I L3810-801 L3810-815 Level Control

I =g . o3 ~ FS L3810--710 ~ 3~

-i T

Figure Ba. kasic Moe 82)
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'lptiTonl 8X 2(-01 1)1 SillIutlaIition NiodulIe Option 85-201-03 Interference Gvenerator

lliis 1)1 modulation option, shown inl figure 7, provides 11we interference generator provides the tontes, puldses.
the above sysliin with a minimumilt of' four 1)1 OultpltS. and njoise nlecessary to replicate those jamming Signals

presently oused against commnninica tion s net works. T'his
op~tionI can he used iii a closed-loop environmtent or with
Opt ion X520-02- inl a field environment. Signal selection
andl ;ii,ial levels are controllable by a preprograimmled
S, nario or controlled r-al-tiine through the 7450-1 2A

VO~l~IION 2

Aritekna Mod~el 85 20 (o01 TT munTicat iOTIS SilMniationl
System was designed to fulfill the reqluirements of' those
customters needing a sniall, cost -effective system with
options capable (If' providing training to most military

and mnnticipal exercises.

SystetriS deCsignled to support a field training exercise
are expected to bie lightweight, rugged. simtple to operate,
capable of' operating from miost power sources, capaihe of
real-tintic cotntrol, cost-effective, atnd expected to operate
For extcnded periods (of' tint., with little or no attenltion.

For realistic operation, tile communnicatioIns simuilators
mlist he capable of operating inl altmost anyv language and be

versatile einou~gh to be keyed tol any trainling or simulated
comhabt enlviroInmtent, Figure Q) is anothet~r version (of the

Figure- M.Nodel Sý2 20.11 DI1: SimlllatiOnl Model 85 .'d (55 designedC for intermtediate level traitning oIf intelli-

Option 85 20-0-2 Ilight Power tor Field Fuivironiiineit~tal Iriiiiiii gence, cowimitnicators, and collection oIperators,

['lie (SS is basically a closed-loop systeml to he used for VI.- PFNTh(;ON 852(10
laiguoige prof iciency trainting tthrOulig the use (If customter- stl W S
fu~rnishied tapes. IHowever. for a field Traitnitng environtment. Commnunicat ions Silltiulator ytm (S

(s~ee figure 8 ) a high power amplif ier and anteinta system canl RI: I: tvirontletit Simulation. Simulation o' -e xterntals-
be aIdded. FITiS option is desoiged toI operate with All other iand -internals" of' the signal enviromtitin.
opt iols except O ption 852(1-01)1

* F~ield reprogramutahle sigtnal libr-ary of 10)24 signals

* r0 ec Ra~ige = 2)0-5(10 Nt 11,

JJ I 08 variab le background signals

ill) .9 AM, I-M, NICW. BPlSK Itldldlation and 00K

* Voicc-operafed keyinlg%

L~~2  
, '0 1( dB signals level control

Signal Modulatiotn Formats

* D~igital Voice

* Anialog V/oice I casset e tape)C

* Aufomiitaic Moiose

R~eal- Iiume ( init in,)

* Signtal lrequeitey, modu~l~lationl type. level eon) ro!.
ott/off statu1s, tinter)ferenlce

I'gure 8 O~ptionl 8,1)-, 8itnullitionl Module 0 S~cenario execuitmion Speed
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